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FOREWORD

This Handbook is reissued under the authority of DoD Directive 0-2000.12, "DoD
Combatting Terrorism Program,” August 27, 1990. Its purpose is to provide information
and suggestions for reducing the risk and vulnerability of DoD personnel, their dependents,
facilities, and materiel to acts of terrorism.

DoD 0-2000.12-H, "Protection of DoD Personnel Agamst Terrorist Acts,” August
20, 1983, is hereby canceled.

This Handbook applies to the Office of the Secretary of Defense (OSD), the
Military Departments, the Chairman of the Joint Chiefs of Staff and the Joint Staff, the
Unified and Specified Commands, and the Defense agencies (hereafter referred o
collectively as "the DoD Components").

This Handbook is effective immediately. The suggested protective measures in this
Handbook are not established as formal DoD guidance, but should be considered for
evaluation and implementation by the DoD Components in executing their responsibilities
assigned in DoD Directive 0-2000.12. All measures that protect DoD assets from terrorist
attack, whether or not they are specifically included in this Handbook, should be
implemented consistent with local requirements identified by senior military commanders or
civilian managers as appropriate. The DoD Components may use this Handbook to
develop briefings and to increase antiterrorism awareness as well as for military educanon
and training programs. DoD Components may issue supplementary instructions.
Comprehensive documents that are developed from this Handbook must be protected to
prevent their misuse outside the Department of Defense.

Release of this publication is subject to approval by the Assistant Secretary of
Defense (Special Operations and Low-Intensity Conflict). The National Disclosure Policy
shall govern disclosure of this document to foreign governments. Applicable portions of
this Handbook may be released to DoD dependents and foreign nationals employed by the
Departunent of Defense to provide them with appropriate guidance on protection measures.

Submit recommended changes through channels to:

Assistant Secretary of Defense

(Special Operations and Low-Intensity Conflict)
The Pentagon

- Washington, DC 20301-2500

The DoD Components may obtain copies of this Handbook through their publicaton
channels. Other Federal Agencies may obtain copies from this office.
: L
JAMES R. LOCHER, Il
ssistant Secretary of Defense
Special Operanons and Low-lntensuy Conﬂxct
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DEFINITIONS _
Antiterrorism (AT). Defensive measures used to reduce the vulnerability of indi-

- viduals and property to terrorist acts, to include limited response and containment by

local military fm

AT Awareness. Fundamental knowledge of the terrorist threat and measures 1o
reduce personal vulnerability to terrorist acts. ' '

AT Resident Training. Formal classroom instruction in designated DoD courses
that provide specialized instruction on specific combarting terrorism topics; i.e.,
personal protection, terrorism analysis, regional interest, and AT planning.

Combatting Terrorism. Actions, include AT and CT, taken to oppose terrorism
throughout the entire threat spectrum.

Counterterrorism (CT). Offensive measures taken to prevent, deter, and respond
to terrorism. .

DoD-Designated High-physical Threat Countries. Geographic areas deter-
mined to be of significant terrorist threat to DoD travelers, as designated by the
Assistant Secretary of Defense (Special Operations and Low-Intensity Conflict) in
coordination with the Assistant Secretary of Defense (International Security Affairs) ,
the Assistant Secretary of Defense (International Security Policy), and the Deputy
Under Secretary of Defense (Strategy and Resources).

Domestic Terrorism. Terrorism perpetrated by the citizens of one country against
fellow countrymen. That includes acts against citizens of a second country when they
are in the host country, and not the principal or intended target.

.  Family Member. Individuals defined as "dependent” in Section 1072(2) of

10 U.S.C (reference (c)) including spouse; unmarried widow; unmarried widower:
unmarried legitimate child, including adopted child or stepchild (under 21, incapable
ofselfsuppatortmdchmdmmnedmAaﬁﬂl-dmeinsdmdon). '

High-Risk Billet. Authorized personnel billet (identified and recommended by
appropriate authority) that because of grade, assignment, travel itinerary, or symbolic
valoe may make personnel filling them an especially attractive or accessible terrorist
target. ‘

High-Risk Personnel. U.S. personnel and their family members whose grade,
assignment, travel itinerary, or symbohc value may make them an especially attractive

or accessible terrorist target.

High-Risk Target. U.S. material resources and facilities, because of mission
sensitivity, ease of access, isolation, and symbolic value may be an especially
atractive or accessible terrorist target

International (or Transnational) Terrorism. Terrorism in which planning and
execution of the terrorist act transcends national boundaries. In defining international
terrorism, the purpose of the act, the nationalities of the victims, or the resolution of
the incident are considered. Those acts are usually planned to artract widespread
publicity and are designed to focus antention on the existence, cause, or demands of
the t 1StS. '
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CHAPTER 1

THE DoD ANTITERRORISM HANDBOOK

A. INTRODUCTION

1. DoD personnel, facilities, and materiel have been targeted for attack. Criminal
artacks on DoD personnel by individuals and organizations operating outside the formal
command and control structure of national governments have claimed nearly 300 DoD-
affiliated personnel dead and more than 200 injured in the past twenty years.

2. The destruction of U.S. Marine Headquarters at the Beirut International Airport in
October 1983 was the single greatest loss of American military personnel atributed to a
single terrorist act. But other attacks could have had caused more casualtes and had even
more serious consequences for the ability of the DoD to carry out its assigned roles and
missions.

- -
o= 'y - . - > ..
- LT~ S s - — Y St —

U.S. Marine Headquarters in Beirut, Lebanon, was destroyed
' by a truck bomb in late October 1983

1-1
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representatives abroad. They are symbols of the U. S Govemment They become terrorist
targets as a means of promoting change .

Remains of a private vehicle destroyed in the car bomb attack
at Ramstein Air Base, August 1985

8. According to DoD Directive 0-2(!)0.12 (reference (a)):
"Tt is DoD Policy: ‘

1. To protect DoD personnel and theu' families, facxlmes, and other
material resources from terrorists acts. .

2. To facilitate inter-Service coordination and support of U.S.
Government antiterrorist activiges. "
9. This DoD Antiterrorism Handbook is part of a larger set of efforts to implement
DoD antiterrorism policy.

B. DoD AT HANDBOOK PURPOSES

1. The DoD Antiterrorism Handbook has been prepared to serve as a reference
document for all DoD Components. The Handbook contains material to support the
development of antterrorism awareness, education, and training activides by all DoD
components. It contains information that can be used to form the foundation of individual,
family, installation, and unit antiterrorism efforts. :

1

2. Used in conjunction with other DoD, Service, Defense Agency, and Joint
Publications, this DoD Antterrorism Handbook can assist in the development of

13 |
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education and training of personsil‘iii preventive ‘measures; and develop plans and
programs to prevent, respond, contain, and resolve terrorist incidents should they occur.
There is also a reactive phase in which crisis management plans are implemented and
terrorist incidents resolved.

D. ANTITERRORISM AND FORCE PROTECTION

1. The term "antiterrorism” includes those "defensive ineasufcs used to reduce the
vulnerability of individuals and property to terrorism, . . . to include limited response and
containment by local military forces." ,

2. The term "counterterrorism" involves those "offensive measures taken to prevent,
deter, and respond to terrorism.” Sensitive and compartmented programs of counter-
- terrorism are addressed in relevant National Security Decision Directives (NSDDs),
National Security Directives (NSDs), contingency plans, and other relevant classified
documents.

3. The distinctions between antiterrorism and counterterrorism are approximately

- analogous to the distinctions between preventive and acute medicine. Preventive medicine
including annual physicals, inoculatons, and periodic checkups is intended to reduce the
likelihood of becoming ill and mitigating the effects of illness should it occur. Acute
medicine brings specialized medical resources to a disease, to contain and cure the disease,
sometimes to include invasive procedures such as surgery.

4. The DoD Combatting Terrorism Program (antiterrorism) seeks to reduce the
likelihood that DoD-affiliated personnel, facilities, and materiel will be attacked, and to
mitigate the effects of such attacks should they occur. Antiterrorism, as discussed
throughout this Handbook, is an element of a broader concept called force protection. The
term "force protection” consists of active and passive measures designed to deter and defeat
threars directed toward military service members, their family members, DoD civilians and
the facilities and equipment which support them in the execution of operations.

- 5. The DoD network of people, facilities, and materiel resources span the globe. Asa
consequence of this far flung distribution of resources, there are an infinite number of
circumstances that can occur resulting in some diminution of DoD Components' capability
to carry out assigned missions and responsibilities. Natural disasters can degrade DoD
capabilities and performance. Common street crime can be equally damaging to the

" maintenance of readiness and capability. '

6. Force protection concepts must take into account all of these potential threats to
readiness and capability. Theft and damage to property motivated by greed, acts of
espionage, or acts of sabotage, can be equally effective in terms of limiting or reducing
DoD capabilities. Self protection measures are an integral part of force protection. People
are important "assets,” just as are facilities, equipment, and information.

7.. Department of Defense antiterrorism efforts build on the foundation of physical
security, crime prevention, industrial health, safety, and hygiene programs, and military
and civil construction programs. These efforts are designed to reduce a broad range of
physical dangers faced by DoD-affiliated personnel. The terrorist threat is a significant
danger, and a danger that many DaD force protection initiatives can mitigate. -

v 1-5 ,
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 forces unable to perform. because of . training accidents;: natural disasters, or loss-of key
assets due to common street crime. DoD efforts fpreservegforces-are mouvated by the

need to ensure thaz the requirements of the combatant commanders;can-be met:ar all'times.

2. Force protection efforts and antiterrorism prograins ¢ghiiicted’ by all DoD
Components are closely related. Each ‘programy:includingsactivitesiufidertaken if the
defense industrial base, seeks to ensure the ability of DoD Components to; carry out all

<ymissions and assignmients directed by the Nauonal‘r’: : Atthe ority. Changes in force.
.pesture make: protecuon and preservation-of cmstfng”‘ ‘ d theu- supporting industrial
frastracuure ally N Ny
- 3. This: k is mtended to be areference dogu:j:ﬁzehf:'f 3 pm%peapon is intended
to prowde furthcr mformanon that ¢an ‘assist DJD Comggn is1n deslgmng, dcvelopmg,
mplemenung, and evaliiating effective pi-o'“ to”re“{i‘uée"}“ Pﬂﬁ of terTorist attack, and
- mitigate its effects should it occur. < B

F5
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CHAPTER 2
CHARACTERISTICS OF TERRORISM

A. DEFINITIONS

1. 'I'he term, "terrorism” has yet to be given a universally accepted definition. The
Federal Bureau of Investigation (FBI) defines terrorism as:
. the unlawful use of force or violence against persons or property to
intimidate or coerce a government, the civilian population, or any segment
thereof, in furtherance of political or social obwcuv&s.l

2. The U.S. Department of State (DoS) defines terrorism in a slightly different way:

. "terrorism" [is] premeditated, politically motivated violence perpetrated
agamst noncombatant targets by subnational groups or clandestine state
agents, usually intended to influence an audience. "International terrorism"
is terrorism involving the citizens or territory of more than one country.2

3. The followingideﬁni:ion is used by the Department of Defense:
The calculated use of violence or threat of violence to inculcate fear;
intended to coerce or wy to intimidate governments or societies in the
* pursuit of goals that are generally political, religious, or ideological.3

4. The definitions of terrorism used by U.S. Government Departments and Agencies
are applicable to all forms of political violence.4 Although this Handbook uses the DoD
definition of terrorism throughout, it is important to remember that the DoD definition
subsumes both definitions used by the FBI and the DoS. There is no portion of the U.S.
Code which makes "terrorism” a crime. However, it is unlawful to use violence or the
threat of violence against officers and employees of the United States government, their
contractors, or their dependents, as well as U.S. Government property for any purpose.
Hence acts of political violence committed against DoD pcxsonnel facilides, and materiel
are criminal acts. ,

1 ‘Federal Bureau of Investigation, Terrorism in the United States (Washingion, D.C.: U.S. Department
of Justice, 1990), p. 25.

2 U.S. Department of State, Panterns of Global Terrorism, 1989 (Washington, D.C.: U. s. Department of
State, 1990), p. v. A

3 DoD Directive 0-2000.12 (tefum @)).

4 David E. Long, The Anatonty of Terrorism (New York Free Press, 1990),pp 3-5. Mr. Lougwas,al
the time of publication, on loan to the National Defense University from his position as a Foreign
Service Officer.

21
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(2) Terrorist &roups are by no means invincibje, Group dynamics, egos, and
philosophical differences override organizational principles and create Opportunities for

(3) Proliferation of terrorist groups can

aid efforts by Seéurity forces to
hend terrorists and brin about the end of a siege of terror

¢. Terrorist Support Structures

DO access to government Tesources, need a support structure. As shown in Figure 2-1, 2
typical organization consists of operational members who may be functionally organized as
outlined below, and several Ccategories of supporters. ‘

Figure 2-1. Terrorist Group Leadership, Member, and Support Pyramld

(2) Atthe top of the pyramid is the terrorist group Hardcore Leadership which
defines policy and directs action. Typically, leaders are completely committed to the cause

2-3
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that the group purports to serve and may be cha.nsmauc ﬁgure& If the group is state-
mmpomdorstate—drected,ﬁen&eleadashpmﬂmcludeoneormombmswhomay
have had extensive training or education by the sponsoring state.

(3) Beneath the Hardcore Leadership is the Active Cadre. This membership
cadre comprises the "soldiers” of the terrorist group. These are the individuals who build
and deliver bombs, commit armed assaults, and take other criminal actions. The active
cadre may include individuals who are deranged, sociopaths, or psychopaths. While

"crazies" mayﬁom0metonmeach1evenotonetyandprounnencewthmateuunstgmup
wweir unstable and idiosyncratic behavior usually prevents them from achieving and
sustaining themselves in a leadership role for a long period. It does not, however, prevent
them from splintering away from a terrorist group and starting their own group.

(4) Beneath the Active Cadre is a layer of active support. Individuals in this
layer may not consider themselves to be members of a terrorist group. They do, however,
provide money and other resources to causes which, if not outright fronts for, are closely
linked to terrorist groups.  They may prov1de logistical or technical assistance to the
terrorist group. They may even play minor, relatively safe roles in terrorist operations,
suchasacﬁngasatailoraspoucrdlringatargeﬁngeﬂ’or;

(5) Finally, the lowest layer of the pyramid includes passive supporters of a
terrorist group. This layer includes individuals who acknowledge the presence of terrorist
group members or the presence of terrorist group activity in their homes, the
neighborhoods, their place of business, or other locations and actively choose to ignore

- such activities. Passive supporters of terrorist groups "look the other way" so that they do
not have to acknowledge their role or complicity in the consequences of a terrorist attack.

6) AsdcplctedmﬁgureZ-l and as observed above, there are many types of
individuals who join terrorist groups and organizations or otherwise lend their support to
such causes.

C. CHARACTERISTICS OF TERRORIST GROUPS
1. Leadership

‘ Leadership of terrorist orgammnons is as diverse as the organizations themselves.

Although the popular image of terrorists in the media is one of a deranged, almost
criminally-psychotic personality, most profiles of terrorists indicate that terrorists and their
leaders are generally politically motivated, fairly well-educated, and usually from middle-
class backgrounds.> Leaders of terrorist organizations are often quite charismatic, and
often have extensive background and training in military tactics and planning. Terrorists -
engagemarmedacuvuy bmﬁ:arl&dasmnotusuaﬂymlarmhaxd—caecnnnnals

5 See Michael Stohl, "Demystifying the Mystery of International Terrorism,” published in Charles W.
Kegley, Jr., Ed, International Terrorism: Characteristics, Causes, Controls (New Yark: St Martins
me 1990), pp. 81-96. See also Charles A. Russell and Bowman H. Miller, "Portrait of a Terrorist,”
in Lawrence Freedman and Yonah Alexander, Eds., Perspectives on Terrorism (Wilmington, Del.: -
Scholarly Resoarces, 1983), pp. 45-60.
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2. Recruitx_nent

Terrorists are generally recruited at a relatively young age--late teens and early
twenties--although those with special skills and training are sought continuously. Those
who join terrorist organizations often have highly ambitious goals that they have failed to
meet Or they may be highly idealistic and have been affected by an event that substantiated
their political beliefs. This leaves them susceptible to the "pitch" of their recruiter, and
increases the chances of their joining the organization.

3. Training

a. Terrorists groups, like other formal organizations, conduct training programs.
Although these training programs vary considerably from one terrorist group to another,
such programs seem to share some common threads.

b. Terrorists generally learn how to use small arms with minimal if not
outstanding proficiency. In some instances, the small arms available to terrorists will be
equivalent to or even better than those of many military forces around the world. Some
terrorist groups have expanded their training syllabi to include man-portable anti-tank and
anti-aircraft weapons. Such weapons are obtained either as the result of thefts, illicit sales,
or overt sales diverted to the terrorist organizations by sympathizers. :

¢. Terrorists have also been given rigorous instruction in the design and use of
explosive devices. Depending on the degree of governmental support available, the syllabi
have included the use of substances ranging from common grocery store and hardware
store chemicals, to military-type explosives including plastique.

d. Terrorists are also given instruction in intelligence collection and analysis,
including observations, tracking and trailing, cryptography, communications interception,
signals interception, and surreptitious entry into and exits from structures, compounds, and
vehicles. '

e. The quality of training varies significantly from one terrorist group to another.
A very large factor in determining the quality of training is the degree to which a terrorist
group is operating with the knowledge and support of a foreign government. Those
terrorist groups that were supported by the eastern European intelligence services in the
1970s and 1980s appeared to be the best trained.

4. Intélligenee Collection and Analysis

a. Terrorist groups frequently establish dedicated intelligence organizations. The
mission of these organizations is to collect as much information as possible regarding the
actvites of potential targets, to aid in the identification of specific targets, to aid terrorist
leaders in the assessment of effective and ineffective tactics, and to provide a post attack
assessment of actions. :

b. Intelligence gathering for terrorist organizations varies in sophistication and
quality from group to group. Most well-funded terrorist organizations are able to buy or
coerce informants with information regarding law enforcement efforts, airline passenger
lists, schedules of events, etc. This is particularly easy in countries with plentiful sources
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c. Target selection for terrorist inciderits results from evaluation of 2 number of
variables. Targets are usually selected for a terrorist event because of the potential for:
(1) Generating large-scale media coverage.:
(2) Damaging or destroying an asset of value to an adversary. '
- (3) Forcing or coercing political negotiations for the group's war or current
cause. ' v
(4) Assassinating a key political, military, or other figure.
(5) Enhancing the reputation or credibility of the group.

6 . Counterintelligence ,

a. . Terrorists operate very effective counterintelligence organizations on their own
behalf. Sometimes, they are able to obtain assistance from government police and
intelligence services, either through use of bribes or coercion, or because they find a
sympathizer who agrees to provide information about government counterterrorism and law
enforcement activities. Terrorists have also demonstrated considerable sophistication in the
acquisition and use of communications intelligence equipment. There have been press
reports on terrorist incidents in Europe and the Middle East suggesting that terrorists used
police and aircraft radio frequency scanners during their artacks.

b. Terrorist groups have demonstrated ruthless behavior towards individuals
thought to be informers or police agents. At times, terrorists torture and then murder
alleged informers outright. . In other instances, however, terrorists manipulate alleged
informers, effectively turning them into double agents providing law enforcement services
with false, misleading, and deceptive information. '
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7. ‘Deployment

' a. Terrorist groups deploy against targets using any and all means of
transportation and documentation. In the 1970s and 1980s, it was quite common for
terrorists to travel on genuine passports issued in the pseudonyms of terrorists. During the
late 1980s and 1990s, it appears that terrorists relied more frequently on bogus passports or
other travel documents.

b. Stolen and forged airline and passenger ship and/or ferry tickets are other
examples of travel documents in high terrorist demand. The huge volume of international
travel makes the control of such documents difficult at best. Even if ticket blanks are lost
or stolen, reporting the loss or theft to law enforcement, insurance companies or other
authorities is slow, cumbersome, and expensive. It is not surprising that many thefts of
these travel documents are simply ignored. '

¢. Intemnational terrorists operating in Europe appear to have gained substantial
- freedom of movement as a result of Europe's political integration. European borders are
becoming increasingly porous, much as the borders between the individual states in the
United States are today. As a result, the requirement for border checks, display of proper
identification, and the opportunity to detect the international transport of weapons and/or
explosives has diminished.

d. Even though the ability of terrorists to move from ane locale to another may be
less inhibited by international travel restrictions, terrorists remain very careful and alert.
Vehicles used by terrorists often contain hidden compartments in which contraband is
concealed. Weapons are often transported in pieces, and improvised explosive devices are
oftentimes shipped from the "manufacturer” to the "user” in multiple shipments.

¢. Due to the surreptitious nature of terrorist attacks, movement of terrorists from
a training or staging area to their target location is often a slow process requiring much
support. Safehouses, for last minute communication of plans, intelligence on the target and
escape routes, multiple vehicles, and exhaustive trails of false papers are expensive, take

‘much time to assemble, and must be carefully husbanded as scarce resources. The
clandestine nature of terrorist activity, especially movement to the attack site, is a potential
vulnerability which can be exploited by law enforcement authorities.

8. Types of Terrorist Attacks

a. Common to every definition of terrorism is violent activity. Terrorist
organizations resort to various violen jcity. incite fear and achieve

b. Although the world today appears to be more peaceful than in recent years, the
threat of terrorism remains real. Therefore, it is important to remain vigilant against the
violent acts of terrorism described below. .
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Federal Bureau of Investigation, Terrorism in the United States, 1989 (Washington, D.C.: U.S.
Department of Justice, 1990), p. 21-22.

U.S. Department of State, Significant Incidents of Political Violence Against Americans, 1990
(Washington, D.C.: U.S. Deparument of State, 1991), p. 3.
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D. TERRORIST GROUPS

1. For several years security forces cat_egbﬁzed terrorist groups according to their
operational traditions—national, transnational, and international. ‘

2. National groups operated within the boundaries of a single nation. Transnational
groups operated across international borders. International groups operated in two or more
nations and were usually assumed to receive direction from a foreign government. Ease of

international travel and the growing tendency toward cooperative efforts among terrorist
groups have rendered these categories of little operational use.

3. Terrorist groups are categorized by government affiliation to help security planners
anticipate terrorist targets and their sophistication of intelligence and weaponry. The three
general terrorism categories that have gained acceptance are:

a. Non-State Supported

< A terrorist group that o ' ously, receiving no significant support
from any governmen While such groups may be difficult to
detect, control, and n : t many of the advantages afforded to the

other categories of terrorist groups.
b. State-Supported - -

(1) A terrorist group that generally operates j i
-
'WSmw-supponcd €10 ved a wide range o
assi

eir patrons. Such assistance has run the gamut from state-supported
training facilities including special warfare instruction by military or intelligence service
instructors, sanctuaries approaching resort-like accommodations, logistics and medical
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suppont, intelligence support, and direct fifancial aid, to as little as sanctuary acknowledged
bymesmtcvdmmaMmﬁomimposedmwmﬁstgmupacﬁvitywhﬂemmcsanauary. _

(2) The degree of state-support for terrorist activities emanating from its
territory has been used by the Department of State as one of the criteria to determine
whether or not a2 government qualified as a "State Sponsor of Terrorism.” States so
designated risk loss of trade as well as economic and security assistance from the United

States Government, as well as such embarrassment or worse resulting from being labeled a
"State Sponsor of Terrorism."

c. State-Direéted

(1) In the 1980s and early 1990s, there appears to have been an escalation in
the conflict between terrorists on the one hand and governments on the other. In several
instances, most notably in the Middle East, certain states were going beyond the provision
- of support to terrorist groups and were actively engaged in the organization and direction of
terrorist activities. Libya, Iraq, and North Korea have been publicly identified as states that
have furnished leadership and direction to terrorist groups.

v (2) State direction of a terrorist group can change the character of terrorist
organizations and actvities. It can bring about 2 much more disciplined, military-like
organization, resulting in even better planning and execution of terrorist acts. State
direction of terrorist groups often appears to result in an increase in terrorist "fire-power,"
intelligence collection and analysis capabilities, logistics support, and level of competence
in murder, kidnap, hostage taking, and destruction of property.

, (3) State direction of terrorist activities can have serious, adverse con-

- sequences for both terrorists and their sponsors. Following the bombing of a nightclub in
Berlin which was determined to have been the work of state-directed Libyan terrorists, the
United States retaliated against Libya. In the subsequent military attack, Libyan
government buildings were severely damaged, and the Libyan leader, Muammar Qadhafi
suffered the personal loss of a child when his family home was bombed.

(4) State direction of terrorist activity sits on the border between intolerable
international criminal activity and initiation of clandestine military activities tantamount to a
state of war. International response to the Libyan bombing of the Berlin nightclub and the
general lack of opposition to American military retaliation against this terrorist act appears
tohavebeendulynotedbyotherstatesaccusedofsimﬂarsponsorship and direction of
terrorist organizations. ‘

E. SUMMARY

1. Terrorism is characterized as the unlawful use of violence or threat of violence to
coerce or intimidate a government or a society. DoD personnel, facilities, and materiel have
been victimized by terrorist attacks at home and abroad. They have been selected for
criminal artack because they are obvious symbols of the U.S. Government.

2. Terrorist groups are led by rational, calculating leaders. These leaders have well
- defined goals and objectives. Terrorist tactics are employed as part of their politico-military
strategy to achieve these goals and objectives. While active members of terrorist groups 7
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may include individuals who are unbalanced, unstable, or "crazy,” it is dangerously
incorrect to assume that terrorist groups generally and terrorist leadership cadres in
particular are irrational or psychotic. Terrorist attacks can usually be understood as rational
so long as the values that define rational in a particular culture are understood.

3. Terrorist groups organize themselves along military lines and develop functional
specialists. Many terrorist groups are well disciplined. They carry out their attacks with
- military-style precision. .
4. The U.S. Government has a well articulated policy and implementing strategy to
combat terrorism in all of its forms. This is discussed in the following chapter.

2-13
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CHAPTER 3

U.S. GOVERNMENT POLICY, STRATEGY, AND
ORGANIZATION TO COMBAT TERRORISM

A. GENERAL U.S. GOVERNMENT POLICY
1. The U.S. Government's general policy on terrorism is clear and unambiguous:

a. The U.S. Government is opposed to domestic and international terrorism and
is prepared to act in concert with other nations or unilaterally when necessary to prevent or
respond to terrorist acts.

b. The U.S. Government considers the practice of terrorism by any person or
group a potential threat to its national security and will resist the use of terrorism by all legal
means available.

c. States that practice terrorism or actively support it will not do so without
consequence. If there is evidence that a state is mounting or intends to conduct an act of
terrorism against this country, the United States will take measures to protect its citizens,
property and interests.

d. The U.S. Government will make no concessions to terrorists. It will not pay
ransoms, release prisoners, change its policies or agree to other acts that might encourage
additional terrorism. At the same time, the United States will use every available resource
to gain the safe return of American citizens who are held hostage by terrorists.

€. The United States will act in a strong manner against terrorists without
surrendering basic freedoms or endangering democratic principles, and will encourage
other governments to take similar stands.!

2. This clear statement of policy buttressed by statute lays the foundanon for an
implementation strategy.

B. US. GOVERNMENT STRATEGY FOR COMBATTING TERRORISM

1. ThcbaslcstmtegycmployedbytheUS Government to combat terrorism is to
encourage all nations to band together and gwe no sanctuary to terrorists. The su'ategy has
several elements:

a. International exchange of information and intelligence on terrorists;

1 Report of the Vice-President’s Task Force on Combatting Terrorism (Washington, D.C.: U.S.
Government Printing Office, February, 1986). A
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b. Collective effortstozmpmve law énforcement organizations' effectiveness in
- the apprehension and prosecution of terrorists; _

C. Bilateral and multilatera] efforts to improve aviation and maritime secuﬁty,

d. Bilateral exchanges of terrorist experts and "cross-training” of counterterrorist
units; ,

e. Support of antiterrorism training for law enforcement and internal security

- forces; and _

f. International cooperation in research and development for new equipment to
counter existing and potential terrorist capabiliti . .

individuals alleged to have committed acts of violence against Americans. If extradition has
‘not been forthcoming, the government has lobbied for prosecution in foreign courts for
violation of local laws.

3. For example, following the execution of Navy Pertty Officer Robert Stethem, the
U.S. Government sought to extradite his alleged murderer, Mohammad Hammadi from -
Germany. Instead, the German government elected to prosecute Hammadi. Upon
conviction, he was sentenced to life imprisonment. :

device into the baggage compartment of Pan American Airways Flight 103. The aircraft
was destroyed over Lockerbie, Scotland, on December 21, 1988, with the death of 259
persons on the aircraft and 11 persons on the ground.

Scotland.

6. There are instances, however, when bilateral and multilateral diplomacy is
ineffective. In those cases, the United Sm:esGovanmenthasmadeclearitsimentiontoact
nnﬂamnywapprehendindividualsaccusedofhaving antacked or killed American citizens
abroad. The clearest, most dramatic example of the U.S. Government's willingness to take
extraordinary measures grew out of a 1985 incident. i
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8. Based on a Federal warrant issued on June 11, 1985, Younis was arrested by the
FBI in international waters in the Mediterranean Sea on September 13, 1987. On March
14, 1989, Fawaz Younis was convicted of conspiracy, hostage taking, and air piracy.
Younis' arrest marked the first time an individual has been returned to the United States to
face charges for violating an extraterritorial statute, Title 18, United States Code Section
1203 (Hostage Taking).2 :

9. Thus the general strategy by whlch the U.S. Government implements its

opposition to terrorism is the followm g: '

'a. Deny sanctuary 0 terroristsy

b. Encourage the growth and development of international opposition to

c. ImposeﬂuoughmulﬁhtcraLbﬂateral,ornnﬂaxerﬂacﬁonappmpﬁatecostson;
states which support or direct international terrorist activity; and ¢

d. Retain the right and exercise capabilities to seek out and apprehend on a ,
unilateral basis those individuals who commit politically motivated, criminal acts agamsj‘

American citizens if bilateral or multilateral eﬂ’ons to obtaif custody dvér such in
is unsuceessful.

10. To carry out U.S. Government policy and implement the tn;bad strategy outlined
here, a significant U.S. Government-wide structure has been developedy

C. US. GOVERNMENT COMBATTING TERRORISM STRUCTURE

The U.S. Government has developed a formal structure to provide policy guidance
and programmatic coordination of efforts to combat terrorism both at home and abroad.

1. Participating Agencies and Departments

2 Federal Bureau of Investigation, Terran.wn in rhe United States, 1989 (‘Washmgton D.C.: US.
Department of Justice, 1990), p. 6. ,
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F. CHAPTER SUMMARY

1. The U.S. Government has a clear, well-defined policy on terrorism: terrorist acts
are criminal acts of violence perpetrated to arouse fear and intimidate persons or
- governments. They are intolerable, and the U.S. Government will vigorously oppose
efforts to cause changes in policy espoused by terrorist means. The U.S. Government will
join all other governments in the pursuit of perpetrators of politically motivated violence,
and shall employ all lawful means to apprehend, detain, prosecute and punish those
convicted of such acts.

2. The U.S. Government has a three pronged strategy to implement this policy. The
government works on a multlateral and bilateral basis to deny sanctuary to terrorists. It
seeks either to extradite alleged terrorists to the United States for trial on violations of U.S.
criminal code or to have foreign governments try alleged terrorists under similar,
appropriate laws. It seeks international cooperation to bring informal or formal sanctions
against those states which provide support or direction to terrorist groups. Finally, the
- U.S. Government reserves the right to take direct action against states that support or direct
terrorist acts against American citizens and to extradite alleged perpetrators without their
cooperation or consent to stand trial in American courts for attacks on American citizens.

3. The U.S. Government has an effective interdepartmental structure involving

representatives of all appropriate departments and agencies to coordinate information,

- promote research and development, and provide technical, logistic, and operational support
for domestic and international antiterrorism and counterterrorism efforts.

4. In the following chapter, the legal basis for and boundaries of the DoD Combatting
Terrorism Program are outlined.

3-9
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CHAPTER 4

THE DoD COMBATTING TERRORISM PROGRAM:
LEGAL AND REGULATORY GUIDELINES

A. REFERENCES
1. DoD Directive 2000.12, DoD Combatting Terrorism Progx'am, August 27, 1990.
2. DoD Directive 5200.8, Security of DoD Installations and Resources, April 25,
1991. ' ' '
3. DoD Directive 5525.5, DoD Cooperation with Civilian Law Enforcement Officials,
January 15, 1986.

4. DoD Directive 3025.12, Employment of Military Resources in the Event of Civil
Disturbances, August 19, 1971.

S. 50 U.S. Code Section 797.
6. 18 U.S. Code Section 1382.
B. GENERAL ‘

1. This chapter will briefly outline pertinent DoD authority to combat terrorism. This
material is intended only to build a general framework to guide the development of plans,
programs, training, andacﬁviﬁmtocombaxtamﬁsmdmingpeacetimetoens:mthatDoD
components comply fully with statutes, directives, and regulations. It is intended only as -
an introduction. Policy makers and operational commanders should seek additional
information and guidance from higher headquarters and servicing legal advisors.

2. A lead agency is designated for coordinating U.S. Government actions to resolve
terrorist incidents (ref. 1, para 3-1A).
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C. DOMESTIC TERRORIST INCIDENTS
1. On-installation incidents.

ISt 10N commande; 2 [0 TdKE 1easonab ynecessary and 1awtul
measures to maintain law and order on installations and to protect military personnel,
facilities, and property (ref. 2, para C). This authority also includes the removal from or
the denial of access to an installation or site of individuals who threaten the orderly
administration of the installation or site.

a. Designated commanders are defined in paragraph E, reference 2. Among other
commanders, all military installation commanders are "designated commanders." For
installations or activities not headed by a military commander, the "designated commander”
kthemilimycomanderinthechainofcommandimmediazelyabove such installation or

b. Designated commanders must prepare, conspicuously post, and enforce the
security orders and regulation promulgated in accordance with references 2 and 3 in order
to ensure the proper safeguarding of facilities, property, documents, and personnel from
loss, destruction, or sabotage. , ‘ '

c. hstaﬂaﬁonconmandasmresponsiblcforpmvidingﬂnciniﬁalmdimmediate

response to any incident occurring on the installation. Commanders are responsible for
containing the damage, protecting property and personnel, and restoring order on the
installation. In performing this military purpose, commanders may order searches and
seiammdakeomamasonabynecessaryswpswmainminhwmdmdcr,andmpmm

unless directed to do so by competent authority. Commanders must, however, allow the
FBImpafmmimladrolemmcﬁngmmiainddcmwhcnm&nﬁﬁwymmm

e. Mi]itarypelsonnelwdnalwaysmmainxmderthecommandandcontrolofthe
military chain of command. Ifmiﬁmryfomcsmemployeddmingatacﬁcalmponsetoa
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(1) For installations, or portions of installations, under exclusive Federal
jurisdiction, the state and local LEA have no jurisdiction or authority, though they may seek
or be asked to assist with security precautions and other duties consistent with their
respective interests (e.g., off-installation traffic control, sealing the area). Commanders
should be cautious.in employing state and local LEA in areas of exclusive Federal
jurisdiction because such personnel may not be within the scope of their state duties and
mayalsonotfallmthmthepmtecnonofFedemlstams

(2) If the incident occurs in an area of concurrent or proprietary Junsdmuon,
the stams of state and local LEA is clearer, but their role in responding to the incident
remains muddled. The commander exercises broad and ultimate authority to maintain law
and order on the installation, notwithstanding concurrent state jurisdiction. The
commander also may deny entry to (or remove from) the installation anyone who poses a
threat to good order and discipline. ‘ '

(3) If state and local LEA agree to _Submit to the commander’s authority in
reacting to a terrorist incident, those LEA personnel may assume a quasi-Federal status as
the commander's agents. Civil liability for their acuons or omissions may attach to the
. U.S. .

Agam howcver, tary equipment,
i esponsible for

wﬂlalwaysrcmainmderthccommandandcontmlofnﬁlimycommandcrs.
D INTERNATIONAL TERRORIST INCIDENTS

1. DoD activities outside of U.S. terntory are bound by international treaties and
agreements. Status of Forces Agreements (SOFA) are the most common example, but
other bilateral and multilateral stationing agreements impact on U.S. forces preventing and
reacting to terrorist incidents. Such agreements provide the authorities and responsibilities
of the host country and of U.S. forces based within the host country. Agreements
concerning security, safety, use of facilities, sharing of criminal intelligence information,
rules for use of force, and other matters of mutual concern bind overseas commanders.

2. Ultdmate responsibility for terrorism counteraction overseas lies with the host
country. The host country has a legitimate interest in and right to enforce the law and
maintain security, even on U.S. installations, within its borders. International agreements
allow the U.S. to exercise authority on U.S. installations. Even if the host country refuses
to protect U.S. installations, we have the right of self defense to protect U.S. facilities,

" property, and personnel.
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4. The U.S. commander retains the responsibility for the safety and security of
personnel and property on U.S. installations outside U.S. territory. Generally, stationing
arrangements grant the U.S. the right (permissive) to take necessary lawful measures to
ensure the security of U.S. installations and personnel. For example, the NATO SOFA, at
Article VII, paragraph 10, states:

A. Regularly constituted ilitary units of a force shall have the right to
poﬁceanyamps,wmblishmts,orotherprcuﬁseswhichthcyoocupy
as the result of an agreement with the receiving state. The military
policeoftheforcemaytakeallappropﬁatetpcasmestoinsmethe

maintenance of order and security on such premises. |

a. Applicable directives and regulations for security of U.S. military installations,
personnel, and facilities apply outside U.S. territory, except where made inapplicable in
- whole or in part by international agreements.

b. The U.S. may be obligated by international agreement to cooperate with host
country authorities to allow them access to U.S. installations to protect existing host
country interests, subject to U.S. security considerations. '

c. Generally, U.S. regulations concerning rules for the use of force and rules' for
carrying firearms must comply with both U.S. and host nation standards (see, e.g., US.-
Germany Supplementary Agreement to the NATO SOFA Article 12, para 2).

d. The U.S. retains primary criminal jurisdiction over U.S. personnel committing
cﬁnﬁnalacswhﬂcpaformingofﬁdaldnﬁes,andpmndmgmmﬂypmwaed&om
civil liability while performing official duties. Failing to follow U.S. or host nation rules,
suchasthosefonhemyingofﬁrwms.however,yfalloutsidethescopeof"oﬂicial
duties” and subject U.S. personnel to foreign criminal and civil jurisdiction. :
E. INTELLIGENCE GATHERING

2. Commanders and legal advisors must ensure that intelligence personnel, and

others, follow the substantive and procedural requirements of these references while
incting intelligence activiri . |

a. Public Law 95-511, Foreign Intelligence Surveillance Act of 1978,

b. Executive Order 12333, "United States Intelligence Activities,” December
4, 1981. ' ,

c. DoD Directive 5240.1, DoD Intelligence Activities, April 25, 1988.
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d. DoD Regulation 5240.1-R, Acdvitdes of DoD Intelligence Components
That Affect United States Persons, December 1982.

e. Service regulations (e.g., AR 380-13, Acquisition and Storage of Information
Concerning Nonaffiliated Persons and Organizations, and AR 381-10, U.S. Army
Intelligence Activities).
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B. THREAT ANALYSIS ORGANIZATIONS

The threat of terrorist activity targeted against U.S. Government personnel, facilities,
assets, and interests has resulted in the development of a significant government structure
to collect, analyze, and disseminate information aboyt terrorist threats. Since many U.S.
Government Agencies and Departments have overseas activities, it is not surprising to find
them sharing terrorist threat informarion among themselves. -

1. National Level

5-1
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2. DoD Level

a. The Secretary of Defense has assigned to the DIA responsibility for
establishing and maintaining an all-source terrorism intelligence fusion center. DIA
terrorism analysts tailor and focus all-source intelligence in support of U.S. military
commanders. DIA represents the Department of Defense in intelligence community forums
dealing with terrorism, and provides information and analytical resources to support the
Unified and Specified Commands' and the Services' terrorist threat analysis activities.

b. DIA provides a wide range of terrorism intelligence products to DoD
components including daily awareness products, longer range assessments and estimates of
terrorist activities, as well as indicators and warning information. DIA's role in the
dissemination of terrorist threat information is discussed below.

3. Military Services Role

a. The Secretaries of the Military Departments are directed to "ensure that a
capability exists to receive, evaluate, from a Service perspective, and disseminate all
relevant data on terrorist activities, trends, and indicators of imminent attack.” (DoD
Directive 0-2000.12 (reference (a)). To accomplish this task, each Service Secretary
appoints 2 Service lead agency (Army: ITAC; Navy and Marine Corps: NISCOM; Air
Force: AFOSI and Marine Corps: Headquarters, Marine Corps (CI)) to monitor foreign
intelligence and counterintelligence activities focusing on terrorist groups and terrorist acts.
To accomplish this mission, the Service lead agency establishes, as needed, field
intelligence offices on an area basis to collect and disseminate information to combatant

b. Each Service:

(1) Coordinates with appropriate U.S. and host-nation agencies.

, 2) vaidsoverandirecﬁonandcoordinaﬁonof-theScrviceimelhgenceand
counterintelligence efforts.

(3) Operates a 24-hour operations center, which receives and disseminates
worldwide terrorist threat information to and from the combatant command J-2, applicable
Service staff elements, subordinate commands, and national agencies. '

(4) Provides Service commanders with information on terrorist threats
concerning their personnel, facilities, and operations. ,

(5) Conducts investigations of terrorist incidents with the FBI or host-nation
authorities for intelligence aspects. |

(6) Provides terrorist threat information briefings.

- (7) Performs as the Service's liaison representative to Federal, state, and local
agencies, as well as host-nation agencies to exchange information on terrorists. .
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(8) Provides periodic international terrorism products and other threat data to
supported commanders. On request, provides curreat intelligence dara on terrorist groups
and disseminates time sensitive and specific threat warnings to appropriate commands.

4. Field Level Activities

The Department of Defense and each of the Services possess information collection
assets in the field that can be directed to collect information bearing on terrorist threats to
DoD personnel, facilities, and assets. The following are examples of those field activities
 that are integrated into the terrorist threat information collection system.

a. Service and/or OSD Investigative Agencies

Service criminal investigative 'services; e.g., Army CID, Navy NISCOM,

Marine Corps CID, and Air Force OSI collect and evaluate criminal information and

disseminate terrorist-related information to supported installation and activity commanders.

As appropriate, criminal investigative elements also conduct liaison with local military
~ and/or security police and civilian law enforoement agencies.

b. Intelligence and/or Counterintelligence Staff Elements

Intelligence and/or Counterintelligence staff elements of heads of DoD
Agencies and commanders at all echelons should execute the following responsibilities in
accordance with DoD 5240.1-R (reference (aa)):

(1) Report promptly all actual or suspected terrorist incidents, activities, and
early warnings of terrorist attack to supported and supporting units and/or activities, local
intelligence field office, Unified and Specified Commands, DIA, and appropriate
headquarters.

(2) Initate and maintain liaison with the security police or provost marshal's
office, local military criminal investigative offices, local intelligence field offices, security

- offices, host-nation agencies and as required, other organizations, elements, and
individuals.

3 Dcvelop and}present terrorist threat awareness briefings to all personnel
within their commands in cooperation with the local intelligence field offices.

(4) Report all actual or suspected terrorist incidents or activities to their
immediate commander, supported activites, and Scrv1ce lead agency through established

rcportmg channels.
c¢. Law Enforcement Staff Elements

’ Law enforcement staff elements of DoD agencies and :mhtary commanders
should carry out the following responsibilities:

(1) Inidate and maintain liaison with local intelligence ﬁeld‘ofﬁces and
military criminal investigative offices.

5-3
FOR OFFICIAL USE ONLY



» VT PORD
RIS Yalid e | A
ERRERERTS S e e e ;

~ DoD .0-2000.12-H

(2) Investigite crimin . committed within their jurisdiction to
determine whether or not such activities may constitute a terrorist threat to DoD personnel,
- facilities, materiel, or other U.S. interests. : .

(3) Report all actual or suspected terrorist incidents or activities to their
immediate commander, supported activities, and Service lead agency through established
reporting channels. '

(4) Maintain liaison with Federal, host-nation, and local law enforcement
agencies or other civil and military combatting terrorism agencies as appropriate.
d. Installation, Facility, Activity, or Unit Security Officers

 The foundation of the thréat reporting function demanded by the DoD
Combatting Terrorism Program rests on the shoulders of installation, facility, activity, or
unit security officers. These individuals may not be part of the military intelligence
community in a formal sense. However, their overall security and force protection
responsibilities place them in positions through which quantities of information of potential
interest or concern to the intelligence and law enforcement communities pass on a recurring
basis. Therefore, these security officers should:

(1) Report all actual or suspected terrorist incidents or activities to their
immediate commander, supporting security or military police office, other supported
activities, local intelligence field office, and local military criminal investigation office in
accordance with applicable Service and DoD instructions, regulations and directives.

(2) Conduct regular liaison visits with the supporting security or military
police office, intelligence field office, and local criminal investigation office.

(3) Assist in providing terrorist threat awareness training and brieﬁnés to all
personnel and family members as required by local situations. .
C. TERRORIST THREAT ANALYSIS |

1. The primary intelligence mission in support of the DoD combatting terrorism
program is warning. Specific warning information—time, date, place, and method of
artack—is never voluntarily provided by terrorists. Careful threat analysis is required in
order to understand and detect preincident indicators of a terrorist attack to issue timely
warning messages. , »

2. Threat analysis is a critical input into the threat assessment process, a process that
results in the implementation of force protection plans and the allocation and expenditure of
force protection resources. In addition, threat analysis provides the intelligence officer with
information upon which to base warnings.

a. Sources '
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(1) Open Source 'Infdrmation

(@) Open source mformanon is information in all forms or media that is
publicly available and can be collected, retamed, and stored without special authorization.
Examples include the following: . -

1l News medxa (prmt and bmadcast)
2 Scholarly pubhcanons

3 Unclassified United States and foreign government documents
including congressional or Parliamentary records

4 Press releases.

S Political tracts; handbills, posters, flyers, and leaflets, often
distributed by organizations committing, supporting, or opposing terrorist actions.

(b) The news media are often excellent open sources of information on
terrorism.  These organizations report many major terrorist incidents and often include in-
depth reports on terrorist individuals or groups. Such reports can provide analysts with.
insights into terrorist group goals and objectives, the motivation of individual members of
terrorist organizations, modes of recruitment, training and training methods, and tactics of -
attack

(©) Terrorist groups and their supporters may publish political tracts,
pamphlets, and news releases that reveal their objectives, tactics, and possible targets.
Such information is often placed into the public domain as part of a campaign of terror.

(d) Some commercial data services offer timely information about
international or military affairs. These data bases often include information regarding
terrorist incidents.  Such data services often rely on foreign news media; some maintain
their own network of sources. Information services are provided on subscription or fee-
for-service basis. .

(2) Criminal Information

Both military and civil law enforcement agencies collect criminal
information. Since terrorist acts are criminal acts, criminal information is a lucrative source
for terrorist intelligence. Established law enforcement liaison channels must be used to
obtain such information because the collection, retention, and dissemination of criminal
information are regulated. Local military criminal investigative offices maintain current
information in accordance with DoD regulations governing retention of criminal
information. Such material may assist managers and military commanders in the
assessment of the local terrorist threat. .
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(3) Government 'Inforn_iatidﬁ-
(a) Government mformanon refers to materials collected, analyzed, and
disseminated under official auspices:; It ificludes; but is not limited to, scientific and
. technical reports, political and economic reports, crime and terrorism statistics, policy
statements, legislation, and official correspondence.

(b) As noted above, some government information may be open source,
available to all persons who either request or purchase it.

(¢) Government information may also be restricted or have limited
distribution only within government agencies. Such information might include post-
conviction court records, export and/or import license applications, immigration records,
or financial securities registration information not released to the public.

(d) Government information also includes data and analyses derived
from intelligence sources. Intelligence exchanges with local government agencies through,
- for example, cooperative arrangements can also augment regional information.

(4) Local Information

(@) Another valuable source of information is the individual service
- member, civil servant, family member, and individuals with regional knowledge such as
college faculty, cultural organizations, etc. Local crime or neighborhood watch programs
can also be valuable sources of information and can serve as a means to keep individuals
informed in dispersed and remote areas. o

(b) Local information is often of critical importance as it is collected and
passed through either law enforcement and/or intelligence channels to the national
intelligence organizations. It is frequently invaluable to analysts in confirming news media
or other open source accounts of terrorist activities; it can provide early wamning of potential
terrorist activities, allowing law enforcement and combatting terrorism measures to be
initiated in a timely manner, thereby thwarting or minimizing the effects of a terrorist attack.

(§) Access to Intelligence
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b. Methodology
(1) DoD Threat Analysis

(@) The Department of Defense has developed a methodology to assess |
terrorist threat to DoD personnel, facﬂmes, materiel and interests. This methodology is
used by all DoD Components. :

(b) Threat analysis is the process of compiling and exammng all
available information to develop intelligence indicators of possible terrorist activities.
Threat analysis is the essential first step in determining risk of and vulnerability to terrorist
attack. Information used in performing terrorist threat analysis is often more difficult and
complicated to acquire from all sources than information dealing with less esoteric military
threats. Terrorists operate in a clandestine mode. Unlike conventional military forces that
acquire deterrent value by bemg visible and demonstrating at least a small range of their
total capabilities, terrorists gain maximum advantage by remaining invisible until they
artack. The smallest terrorist groups combine mobility and cellular organization to make it
exceptionally difficult to "find" and "fix" members.

©) The traditional missions of law enforcement and military intelligence
organizations have not focused unconventional threats to DoD personnel, facilities, and
materiel. Police and law enforcement organizations usually focus their intelligence efforts
on identifying, locating, and apprehending individual criminals. Military mtelhgence
organizations focus on conventional threats. Analysis of terrorist threat requires some
degree of reorientation for police and intelligence operations.!

(2) Threat Analysis Factors

TheDepmntofDefensehamdenuﬁedmfacmtobeusedm shaping
the collection and analysis of information from all sources bearing on terrorist threat.
These factors are used in making terrorist threat analyses on a country-by-country basis.
The methodology described below is used by the Department of Defense only; other U.S.
Government Departments and Agencies may apply their own analyucal mcthodology to
form their own terrorist threat analyses.

(@) Existence. A terrorist group is present, assessed to be present, or
able to gain access to a given country or locale.2 ‘

1 Analysis of information regarding the existence of a terrorist
group addresses the question: who is hostile to existing organizations and social
structures? : ’

2 A terrorist group need not have posed a threat to American or

DoD interests in the past to draw notice under this factor. Groups that may not pose a

1 Terrorism Counteraction, Headquarters, Department of the Army, FM 100-37, Washington, D.C.: U.S.
Government Printing Office, 1987, p. 20.

2 DoD Directive O-2000.12 (reference (a)), "Terroxist Threat Condition System, Enclosure 5."
| | 5.7
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threat to American or DoD interests in one country may elect to target and to strike at these
interests elsewhere. »

(b) Capability. The acquired, assessed, or demonstrated level of
capability to conduct terrarist artacks.3

1 Analysis of terrorist group capabilities addresses the question:
what weapons have been used by terrorist groups in carrying out past attacks? What
infrastructure necessary to train, equip, target, and execute attacks had to be erected?

‘ 2 As suggested by the discussion in Chapter II, terrorists operating
-without support or direction from foreign governments have access to a wide variety of
commercial equipment suitable for intelligence collection, targeting, and striking at
American or DoD interests in the United States or abroad. Tetrorist groups operating with
suppart or direction from states hostile to the United States can frequently obtain even more
sophisticated weapons, intelligence collection and targeting equipment, better financial
backing and logistics support, and better access to media to promote their ideological aims
than those groups operating without such support.

- 3 Reports of arms, ammunition, and explosives thefts should be
monitored very closely, as should reports of thefts of night vision devices, low-light closed
circuit TV equipment, and other equipment used by law enforcement and intelligence
agencies worldwide for reconnaissance and surveillance. Large-scale commercial
transactions involving explosives for use in mining and mineral exploration, military-style
weapons and ammunition should also be monitored. Reports regarding trafficking in lost
or stolen government travel documents should also be viewed with concern. '

4 The ability of terrorists to move from one country to another is
also an important facet of terrorist group capability. Reports of criminal activity regarding
thefts, forgeries, or alterations of official identification documents, travel documents, or
international tickets may be evidence of future terrorist activity. ’

2  While none of these information reports is unequivocal evidence
of terrorist activity, if such reports are followed with care, such information can quickly
become a key indicator of capability meriting further scrutiny. Efforts to analyze terrorist
capabilities depend to a very large degree on the ability of analysts to assemble huge
quantities of seemingly unrelated information and identify a pattern of disaggregated or
distributed transactions. The sum of these transactions translates into evidence of terrorist
group capability.

) Intentions. Recent demonstrated anti-U.S. terrorist activity, or stated
or assessed intent © conduct such activity 4

1 Analysis of terrorist group intentions seeks to address the
questions: Why do groups engage in terrorist acts? What do they hope to achieve?

3 id
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2 Terrorist groups sometimes provide the world with information
about their long-term goals and objectives. They sometimes provide long treatises that seek
to justify the use of terror tactics to achieve stated goals and objectives. They also display
behaviors which are clear, unambiguous indicators of intent.

(d) Demonstrated terrorist activity over time.S

1 Analysis of terrarist group history addresses the questions: What
have terrorists done in the past? What is the terrorist group's method of operatons? How
did they acquire the capability they demonstrated? Where did they obtain support? What
additional attacks did they mount?

2 Terrorism analysts recognize that history is not an especially
reliable predictor of future behavior. However, a well-developed history of a terrorist
group is important because it helps put into perspective information about current terrorist
or terrorist related activities. Maintaining a good history of terrorist groups is essential in
order to develop profiles of events that facilitate terrorist threat analysis.

(¢) Targeting. Current credible information on activity mdlcanve of
preparations for specific terrorist operations.§

1 Targeting addresses the questions: who is likely to be attacked,
why are they likely to be attacked, and what is the basis for accepung reports that such
artacks are planned?

2 Translaﬁng statements of general intent, supported by historical
patterns of hostile, destructive, and even murderous behavior, into predictions about
future, time and place specific acts deals with targeting, and is the most challenging aspect
of terrorist threat analysis.

(f) Security Environment. The internal political and security
considerations that impact on the capability of terrorist elements to carry out their
intentions.’

1 The Secunty Environment of a country refers to the general
abﬂny of national law enforcement, paramilitary, and military institutions to maintain social
order. Parameters examined within the Security Environment including training of law
enforcement, paramilitary, and military forces to deal with terrorist incidents; quality of
equipment available for law enforcement and internal security forces; distribution of internal
security forces throughout a country, etc.

(3) Service Level Terrorist Threat Analysis

(@) Each of the Services maintains its own terrorist threat analysis
capability. While the DoD methodology is used, the Service threat analysts sometimes
view the data from a Service-unique perspective.

Ibid.
Ibid.
7 Ibid.
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(b) Differences in the perspectives or the salience of particular terrorist
threat factors among DIA, Service, or CINC threat analysts may lead to divergent
conclusions about specific terrorist threats.

(¢) It is possible, for example, for the DIA terrorist threat analysis to
conclude that DoD personnel in a given country are generally at risk. The Service terrorist
threat analysis may report that its personnel assigned to the same country are either at
greater or lesser risk than the assessment by DIA. The Service threat analysts may form
their judgment on the basis that, unlike other DoD components, their Service has no
permanent presence in a country. WhﬂethethmaxtoallDoDassetsinacounuymaybeat

~ one level, a particular Service, having no assets in the country, faces no threat of terrorism

in the country in question.

- (d) Differences in perspective on and salience of terrorist threat factors
assessed by the Unified and Specified Command, Service and DIA terrorism analysts may
sometimes account for differences in analyses or judgements about terrorist threats to DoD-
affiliated personnel, facilities, and assets. '

(4) Combatant Commands

(@) The Commanders in Chief of the Unified and Specified Commands
aiso require terrorist threat analysis from their own intelligence organizations. The purpose
of these is twofold: o

1 Assist the CINC in providing for the security and protection of
forces under his control; and

. 2 Ensure the flow of information passing through Service lines of
communication within the area of CINC responsibility is also brought to the attention of the
ClNCandhisstaﬁ'anddisscnﬁnatedwixbintbeCommandasappmpﬁaxc.

(b) The CINC through his J-2 staff is able to draw upon the information-
and analysis resources of the DIA, the Services, and through his Political Adviser, all U.S.
Embassies in his area of responsibility. ‘ ‘
(5) Elements of Information

(@) The Terrorist Assessment Methodology employs an analytical
approach that focuses information collection and analysis from all sources in 2 manner such
thatdammnbeaggregatedfmmawidemngeofsomcesoveralongperiodofﬁme to build
a mosaic picture of terrorist groups, their capabilities, their modus operandi, and their
targets. Information is collected from all sources including resources in the field. Specific
requests for information are passed through intelligence channels. :

(b) Intelligence tasking may seek very specific bits of information.
When combined with information collected from all sources, intelligence information
collected in response to specific intelligence tasking becomes the basic data on which
analyses and judgments using the six DoD terrorist threat analysis factors--Existence,
Capability, History, Intentions, Targeting, and Security Environment—can be built ‘
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D. TERRORIST THREAT LEVEL

1. The DoD terrorist threat analysis community has developed a notation system used
to describe the country-specific results of terrorist threat analysis based on the terrorism
threat analysis methodology briefly described above. Other departments and agencies may
use DoD terrorism information but employ their own terrorist threat analysis methodology.
As a result, there may be differences between the Department of Defense and other
departments or agencies on gross or simple descriptions of terrorist threat to U.S.
Government personnel and facilities in one or more specific countries. The differences
among DoD and other views may be less significant than would first appear once the
summary description terms used by each are explained.

2. The Department of Defense uses a ﬁve-Stcp scale to describe the severity of the
threat as judged by intelligence analysts. These five steps from highest to lowest are as
follows: : ' ' ‘

~a. CRITICAL.
b. HIGH.

c¢. MEDIUM.
d. LOW. '
e. NEGLIGIBLE.

v 3. Threat levels are the result of combinations of the threat analysis factors discussed
above as reflected in Figure 5-1 below. The factor, Security Environment, is considered
separately as a modifying factor and will influence the assigned threat level.

Threat Analysis Factors
Threat Existence | Capability History intentions | Targeting
Level
CRITICAL ° b a B °
HIGH [ ° ) [ ]
MEDIUM A o . : "
LOW ° ° a
NEGLIGIBLE " a
*  Factor must be present 8  Factor may or may not be present

Figure 5-1. DoD-Level Determination of Terrorist Threat Level

4. Threat levels are the result of combinations of the'following factors based on
analysis. They describe the broad political environment in which terrorist activity might
occur. : .

a. Termrorist Threat Levels may not address the question: "when will a terrorist
artack occur?” '
b. Terrorist Threat Levels do not allocate protective resources.
c. Issuance of Terrorist Threat Level judgments is not a warning notice.
’ 5-11
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5. Formal terronsmwalmngn arexssued separately as described later in this
chapter. The follow discussion expands on the data, information, and analysis that ‘
underlies each Terrorist Threat Level

a. Terrorist Threat Level CRITICAL
CRITICAL. Factors of Existence, Capability, and Targeting must be
present. History and Intentions may or may not be present. ‘ :
_ ' (1) Analysts declare threat level CRITICAL when as a result of their
assessment of all available information they: '
(a) Detect the presence of terrorist groups in a region or country.

(b) Identify the level of capability (including specific means) by which
terrorist groups can carry out an attack.

(c) Identify the existence of current, credible targeting of U.S. interests,
DoD personnel, or DoD facilities or materiel.

(2) This is a short-hand expression, and should be interpreted as the strongest
possible analytic judgment to heads of DoD components that further analysis of their
immediate situations should be undertaken. Based on information available to the
intelligence community from all sources, Threat Level CRITICAL is a judgment that
terrorist attack is highly probable. '

(3) However, Threat Level CRITICAL may not address the question: when
will a terrorist attack occur? :

(4) The character of the CRITICAL threat level determination compels local
~ commanders to take appropriate protective measures because current, credible evidence
exists pointing to the targeting of DoD personnel, facilities, assets or interests by terrorist
groups. - . :

(5) CRITICAL is differentiated from all other Terrorist Threat Levels because
itis the only one in which credible information identifying DoD personnel, facilities, assets
orinmtsaspotmﬁaltargetsofanackispment. :

" b. Terrorist Threat Level HIGH

HIGH. Factors of Existence, Capability, History and Intentions must be
present. - -

(1) As in the case of CRITICAL, analysts establish Threat Level HIGH when
their assessment of terrorist threat information finds:
(@) Evidence of terrorist individual or group existence.
(b) Evidence of capability to attack.

(c) History of terrorist attacks that may or may not involve American
interests, DoD personnel, facilities or materiel.

(d) Credible indications providing evidence of intent to engage in acts
harmful to American interests or DoD personnel, facilities, or materiel.
' ’ 5-12 '
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(2) Terrorist Threat Level HIGH is differentiated from CRITICAL because
analysts lack targeting information. It is differentiated from MEDIUM because analysts
have sufficient credible information to assess threat factor Intentions toward U.S.
Government interests.

c. Terrorist Threat Level MEDIUM

MEDIUM. Factors of Existence, Capability, and History must be present.
Intentions may or may not be present.

(1) Threat Level MEDIUM and Threat Level HIGH are similar in that data
for the factors Evidence, History, and Capability exists. :

(2) Terrorist Threat Level MEDIUM is differentiated from HIGH based on
the content of information in factors Existence, Capability and History. The presence or
absence of information on terrorist group intentions may also permit analysts to
differentiate MEDIUM from HIGH terrorist threat.

d. Terrorist Threat Level LOW

LOW. Existence and Capability must be present. History may ar may not be
present.

(1) Threat Level LOW is assessed when there is evidence of terrorist group
existence and capability in a country but no evidence of intentions or targeting. Historical
information of terrorist group activity may or may not be present.

(2) Threat Level LOW is differentiated from MEDIUM by the substantive
information within the threat analysis factors of Existence and Capability.
e. Terrorist Threat Level NEGLIGIBLE
NEGLIGIBLE. Existence and/or capability may or may not be preseat.

Threat analysts will report a negligible threat level when little or no credible
evidence of terrorist group existence and capability exists for a country subject to analysis
and no credible evidence of history, intention, and targeting exists.

E. CHANGES IN TERRORIST THREAT LEVEL DECLARATIONS

1. Analysis of terrorism is an ongoing process. Although each analysis relies on
information included in previous assessments, judgments with respect to threats to DoD-
affiliated personnel, facilities, and assets begin anew with each analysis. No formal
escalation ladder of Terrorist Threat Level exists; terrorist threat level designations for each
country subject to analysis are applied on the basis of current information and analysis.

2. Terrorist threat level designations can go from NEGLIGIBLE to HIGH or from
HIGH to NEGLIGIBLE without passing through the intermediate steps of LOW or
MEDIUM. While dramatic, extreme changes in judgments about terrorist threat levels in
one country are not common, the Terrorist Threat Level system does not preclude analysts
from making such dramatic changes in Threat Level Designations. .

3. In the former case, a new terrorist group might initiate a series of attacks on DoD
personnel or facilities, quickly building evidence of existence, capability, history, intention,
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and targeting. In the latter case, law cntandsecunty forces might score a big
success, apprehending a major terrorist group virtually intact, wiping out its base of
support, its capability to attack, its ability to target DoD-affiliated personnel and facilities, -
and even its entire active cadre membership.
F. THREAT WARNINGS

1. Overview

b. Individual DoD Components also have the right to independently notify their
members of impending threats. If a DoD Component intelligence activity receives
information that leads to an assessment of an imminent terrorist artack, it may exercise its
right to issue a unilateral warning to its units, installations, or personnel identified as targets

c. Warmnings are issued when specificity of targeting and timing exist or when
analysts have determined that sufficient information indicates that U.S. personnel,

facilities, or interests, particularly those of the Department of Defense, are being targeted
~ for amack. Warning need not be country specific. A warning can cover an entire region.
The key to warning is that the terrorism analyst recognizes that the pre-incident indicators
for an attack are present and that a warning must be issued.
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. d.
They are unambiguous—it is clear to the recipients they are
arnings are intended for distribution up, down, and laterally through the

chain of command--not just downward. Warnings of impending terrorist activity are likely
to have national implications and will be provided routinely to decision makers at the pohcy
level of the U.S. Govemment.

G. TERRORIST THREAT ANALYSIS AND WARNING:
SUMMARY OBSERVATIONS

1. The DoD threat analysis methodology described in this chapter is applied by DoD
Components to form judgments about terrorist threat.

2. The DoD intelligence activities use the terrorist threat analysis methodology to
guide collection and analysis of the best available information on which it forms its
assessment and issues warnings of terrorist threats.

3. Terrorist Threat Level assessments are intended to provide a judgment by DoD
intelligence activities of the terrorist threat for a country based on all-source information on
hand. Terrorist threat analyses summarized in Terrorist Threat Level declarations assist
heads of DoD components, the Services, Unified and Specified Commands, and local
commands make judgments about -the allocation of combatting terrorism and force
protection resources. THERE IS NO AUTOMATIC RELATIONSHIP BETWEEN ANY THREAT

LEVEL AND ANY SPECIFIC COMBATTING TERRORISM RESPONSE AS ARE DESCRIBED
BELOW. .

4. IT REMAINS THE RESPONSIBILITY OF COMMANDERS IN THE FIELD, THEIR
CHAINS OF COMMAND THROUGH THE UNIFIED AND SPECIFIED COMMANDS, THE
MILITARY SERVICES, AND THE HEADS OF DEFENSE AGENCIES, TO ALLOCATE
PROTECTIVE RESOURCES. Judgments about use of personnel, special security equipment,
and changes in organizational behavior should be influenced by but not automaucally
driven by Threat Level declarations.

5. In the chapters that follow, additional criteria and analytical techniques to be used
by civilian managers and military commanders to inform further judgments about the
allocation of protective resources will be discussed. As noted in Chapter 1, decisions to
alter the force protection posture of DoD personnel and facilities in response to terrorist
threats must consider the risk posed by terrorists, the vulnerability of DoD assets to such-
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attacks, and the lmportance or crmcahty of such assets to the accomplishment of DoD

missions. Chapter 6 examines these

important considerations.
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CHAPTER 6

ASSESSMENT OF RISK, VULNERABILITY, AND
CRITICALITY

A. INTEGRATED TERRORIST THREAT ESTIMATES

1. Several elements of the DoD Combatting Terrorism Program were identified in
Chapter I of this Handbook. The initial step in the development of a combatting terrorism
program is an analysis of the threat of terrorism as it affects each DoD activity, installation,
or organization in all DoD Components. The process by which terrorist threats can be
analyzed was described in Chapter V. In this chapter, the second step in the development
of a combatting terrorism program will be explored.

2. The development of an Integrated Terrorist Threat Estimate is executed by civilian
managers and military commanders at all levels within the DoD Components. They and
their staffs assess the risk of terrorist attack. Questions such as the following are
considered:

a. Are there individuals or organizations in the vicinity of DoD personnel,
facilities, or materiel that represent a threat to those personnel, facilities, or materiel?
b. Isthere arisk that the threat will materialize?

3. Assessments of terrorist attack risk seek to understand the circumstances under
which a terrorist attack is more or less likely, and how civilian managers, military
commanders, and their staffs can exert influence before the fact to reduce the likelihood of
terrorist attack and mitigate its effects should it occur.

4. After answering these questions, the following questions are examined:

If DoD assets are attacked, how likely is it that they will be rendered unable to
perform assigned missions?

5. This question goes to the element of vulnerability, the probability that DoD assets
if attacked will not be usable to perform assigned missions and responsibilities:
If DoD assets are inoperable or unable to perform, can assigned missions be
accomplished? :
6. This question goes to the issue of mission criticality and the potential ability of
terrorist attacks in peacetime, crisis, or war to disrupt the ability of DoD Components to
carry out missions and functions assigned by the National Command Authorites.
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7. This chapter examines assesSniént.é of terrorist attack risk, vulnerability to terrorist
artack, and the mission criticality of DaD assets including personnel, facilities, and materiel
subject to terrorist amack.

'B. RISK OF TERRORIST ATTACK

As noted in Chapter 5, DoD-level terrorist threat analysts prepare tailored and focused

products for DoD Components generally and the Unified and Specified Commands with
territorial responsibilities specifically.

1. Terrorist Group Goals and Objectives

a. Many terrorist groups around the world have developed clear goals and

objectives. Violence and threats of violence are employed in pursuit of these goals and
-objectives. '

b. In some countries, DoD personnel and facilities may not be at great risk from
such groups because artacks on other targets directly related to terrorist groups objectives
- are available. In other countries, multiple terrorist groups may be operating. In such
cases, some groups may represent a lesser threat to DoD personnel and facilities than other
groups because DoD personnel and facilities are not their priority target. For example,
during the mid to late 1980s, the Provisional Irish Republican Army (PIRA) launched a
series of armed attacks including bombings and shootings of British military forces
stationed in the Netherlands and Germany. Although DoD personnel, facilities, and
materiel in Germany were at considerable risk of becoming victims of terrorist attack, the
probabﬂityofPIRAanacksonDoDassmwasl&&m&epmbabﬂityofo&ermoﬁn
- &roup attacks such as the Red Army Faction or Revolutionary Cells.!

2. Proximity to Other Terrorist Group Targets

Evenifatermﬁstgrouphaswell-deﬁnedgoalsandobjecﬁv&s,asua:egytoachieve
such goals, and attempts to execute a carefully planned artack aimed at other targets, DoD
personnel and facilities can become the victims of terrorist violence. Whenever DoD
personnel and facilities are collocated with facilities of host governments overseas, there is
an increased risk that attacks by terrorists against the host-government facilities will also
include DoD personnel, facilities, and materiel. ‘

1 SeeAppendkAfmaHaofs:bcedan&mDoDeﬁlhmdpamwlmd&dﬁﬁesdmingﬂkperbd
1972-1991. For additional information on terrarist amracks against U.S. and NATO forces stationed in
Germany during the 1980s, see Department of Defense, Terrorist Group Profiles (Washington, D.C.:
UsS. Govemmcnt Printing Office, 1989). -
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3. Prominence or Wealth

a. Terrorist groups often conduct attacks as a means of publicizing their group, of
spreading word of their cause, and of intimidating the public. Attacks on prominent
individuals, organizations, or institutions are often newsworthy. Attacks on wealthy
individuals also garner press coverage.
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b. Americans are generally proud of their heritage. We find much within our
nation of which to be proud. Sometimes, however, discretion is the better part of valor,
and some consideration should be given to the various ways in which our nationality is
revealed when so doing places us at risk. :

(1) Vehicle Identification

In many overseas countries, Americans are issued vehicle identification
including special license plates (color, design, special characters) or decals identifying the
vehicle as one registered to an American national. '

(2) Personal Dress

The way Americans dress sets us apart from others, particularly overseas.
Loud clothes and T-shirts with civilian and military slogans written on them provide
identification of the wearer's nationality.

(3) Speech
- The way Americans talk can giveothexsanopponunitywidcnﬁfyus.as
potential targets, even if we speak the language. The louder the volume of speech, the
more military terms and American slang used in conversation, the easier it is to determine
the nationality of the speaker. ' : .
(4) Customs and Habits
Even if Americans physically blend in with the locals, our customs and
habits give us away. Simple customs such as the manner in which we use a knife and fork
at dinner to more sophisticated social practices such as greeting business or social

acquaintances can give observers excellent clues as to our nationality, even if we "fit in"
with the appearance of the local population.

6-4
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(5) Personal Behavior

(@) Some social behavior acceptable in America is not socially acceptable
in foreign lands. Many Americans when overseas do not dress, speak, or behave in
appropriate manner. Some of the inappropriate behaviors observed that help identify the
nationality of American's overseas are the following: '

Loud and obnoxious speech.

Inappropriate attire for churches, national shrines and memorials.
Public displays of affection.

Smoking in inappropriate places.

Smoking American brands of cigarettes, not local brands.
Inappropriate use of alcohol

Heckling or verbally accosting other persons.

Inappropriate operation of motor vehicles.

(b) Even if there is nothing uniquely American about these behaviors, the v
fact we behave in a different, remarkable fashion from others draws attention to us.
Having aroused curiosity in outside observers, it usually does not require exhaustive
observation to determine our nationality ﬁ'om other indicators discussed here.

(6) Currency

0o N Iy I I W N

Use of American currency or travellers checks with unambiguously
7 American banks or financial institutional identification on them is another means by which
terrorists can identify the nationality of Americans overseas.

5. American Government Representatives v
Some terrorist groups have developed rather sophisticated understandings of the
American political system. The leadership of some terrorist groups recognizes that there
are often strongly held views in the American populace that are different from the official
views of the U.S. Government. Sometimes, American government officials are at risk of
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6. Military Affiliation

Once in a while, terrorist groups d1scnmmaxe against specific groups of U.S.
Government employees. It is not surprising that when such discrimination by terrorist
groups take place, State Department employees and DoD personnel appear to be singled out
for special treatment. There are many indicators associated with U.S. military affiliation
that have been used to identify and target DoD personnel in the past. Among these are the
following: 4

a. Uniforms

Many terrorist groups have generally been able to identify American military
uniforms and differentiate them from those worn by foreign military organizations. Some
appear able to identify differences among U.S. military uniforms including Service,
season, and uniform purpose (fatigues, Service dress, formal dress uniforms, etc.). In

- such circumstances, appearing in uniform identifies thewmrasAmenmandmﬂnary

b. Tattoos -

Tartoos have been quite popular among American military personnel for years.
Aside from the risk of infection and disease that accompanies use of improperly sterilized
tartooing instruments, tattoos are often uniquely American works of art. Tattoos of specific
military unit logos, unit nicknames, American landmarks, or slogans popularized by
American movies can be significant identifying marks that give clues as to the nationality
and affiliation of the owner.

c. Grooming Standards

DoD personnel are expected to adhere to a well-defined set of grooming
standards. Not only are such standards helpful in establishing espirit de corps, in many
instances they serve to improve and maintain personal hygiene and in case of combat
ensure proper fit of protective equipment. In some circumstances, however, rigid
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adherence to personal grooxmng standards can be an nnponant aid in 1dcnnfy1ng DoD
mﬂnary personnel. o

7. Specific Identity
Some terrorist groups have devcloped especially soplusucated tactics to terrorize -

and intimidate their target ‘audiences.” A tactic that has been used from time to time with
effect has been to target specific, named Amencan ofﬁcers or
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g. Name and Luggage Tags

Name plates on residences, offices, vehicles, and mail boxes help identify
Potential targets of terrorist actions. Luggage tags with names and addresses readily visible
are also good sources of information for use by terrorists. '

8. Mistaken Identity
Terrorists are human, and even they make mistakes in identifying and targeting
from time to time. Cer:aincircmstancsseemtoincruscthetiskofnﬁs:akenidenﬁty.
a. Housing

It is useful to know the rental history of a residence before committing to a
lease. If, for example, the previous tenants were affiliated with certain governments
known to be high priority terrorist targets, it may be prudent to look further for housing.

b. Uniforms

Some terrorist organizations have demonstrated excellent uniform and grade
recognition skills; other groups have not. Depending on the existence and capability of
tcn'oristv groups operating in each country, wearing American military uniforms may
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increase risk of attack because of an inability of terrorists to differentiate DoD personnel
from host government personnel on the basis of uniform.

c. Symbols of Power and Prestige

| - As in other instances of mistaken identity, if one looks the part of a powerful
or prestigious person, there is always the possibility that one will be ‘mistaken for a
powerful or prestigious person. In those instances where terrorists are seeking a specific
individual, it may be useful to avoid appearing much like the presumed target.
9. Detectability
Even if terrorists develop detailed information on potential victims of kidnapping or
hostage-taking, they must still be able to detect the presence of their target. Terrorists use
visual surveillance; they may have used electronic surveillance in some instances as well.

10. Accessibility

Even if terrorists can identify DoD personnel as American nationals, as symbols of
American power and prestige, as symbols of military oppression, and even if they can
single out specific individuals, the risk of becoming a terrorist victim may still be
controllable. Not only must terrorists identify, detect and track targets, they must get

within uccessful attack.

C. VULNERABILITY ASSESSMENTS
1. General

a. Vulnerability assessments address the consequences of terrorist attacks in
terms of the ability of units, installations, commands, or activities to accomplish their
assignments successfully, even if terrorists have inflicted casualties or destroyed or
damaged DoD assets. Put slightly differently, vulnerability analysis seeks to understand
the compound probability of (1) being hit by a terrorist attack and (2) whether or net
assigned responsibilities can be fulfilled as required if attacked.

b. In assessing vulnerability, some excursions from the range of attacks described
in terrorist threat analysis products for relevant terrorist groups should also be made. Not
only are such excursions helpful in planning for the "greater than expected” threat, such
excursions help managers and military commanders identify the sensitivity of their
-combatting terrarism plans, programs, and protective measures to changes in analytical
assumptions, threat, role or mission.

2. Vulnerability Assessment Functions

a. The minimum purpose of vulnerability assessments is to aid installation civilian
managers and military commanders identify the following:

(1) Weaknesses in the physical security plans, programs, and structures.

(2) Inefficiencies and diminution of effectiveness in personnel practices and
procedures relating to security, incident control, incident response, and incident resolution
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including but not limited to law enforcement ‘ahdvsecmity, intelligence, command,
communications, medical, and public affairs. '

(3) Enhancements in operational procedures during times of peace,
mobilization, crisis, and war. ‘ :

~ (4) Resource requirements necessary to meet DoD, Service, combatant
command, and local security requirements. ’

b. Installation civilian managers and military commanders may.use vulnerability
assessments for other management, training, and oversight purposes as well.

3. Vulnerability Assessment Process
~a. "Terrorist Thinking"
It is imperative that members of the installation staff participating in the
vulnerability assessment step outside their usual roles and "think like a terrorist.” They
need to ponder several questions.

(1) What assets would terrorists target? Why?

(2) What capabilities are they reported to have? Which would be effective
against targets assessed as likely? Why?

(3) How might those capabilities be employed?

(4) What might early signs of artack be? How might such attacks be detected
by the authorities? '

(5) What are the avenues of approach terrorists would take to reach targeted
assets?
' (6) How well-protected are the assets likely to be targeted?
b. Elements of Vulnerability

(1) After identifying several approaches terrorists might employ to gain access
to DoD personnel and facilities, the facility should be examined from physical, personnel,
and operations security perspectives. ' '

(2) The following enumerated list of vulnerability elements is intended to be
descriptive and thought provoking; it is not intended to be comprehensive or definitive.
Vulnerability elements include steps criminals or terrorists might take to gain access to
protected DoD assets and the resulting adverse consequences for the Department of
Defense in terms of diminution of capability to carry out assigned missions. Vulnerability
elements also include actions taken by DoD personnel during the course of execution of
assignments that may increase the risk of terrorist attack and exacerbate the consequences
of attack should it occur. ’

(3) Terrorists can cut perimeter fences, gain access to a facility, inflict
casualties, and degrade DoD capabilities to execute assigned missions. Undetected
intrusions or detected intrusions that generate no alarm or response suggest a potential
vulnerability to terrorist artack. ' o
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(4) Removal of vehicles from secure storage facilities to an open field in
preparation for unit transit from a main operating base to a training area increases the
- exposure of vehicles to potential terrorist attack. Conduct of training exercises is,
however, part of the normal peacetime training and exercise routine.

(5) Military commanders and civilian managers as appropriate have
responsibility for balancing exposure of DoD assets to terrorist attack risk and vulnerability
with continued preparation, training, and execution of DoD missions. Assessments of
vulnerability are continuous, based on the operational tempo of each DoD component's

specific activities.

may be at risk because of thexr prommence or posmons Appendix D, Enclosure 1,
provides a survey instrument tailored to port security considerations; this survey instrument
can also be used to assess waterside security at DoD installations bordering rivers, lakes, or
bodies of salt water. Topics that should be addressed in a physical security survey include,
but are not necessarily limited to, those illustrated by Figure 6-1.

(7) Physical Security Surveys together with terrorist threat analyses provide
the data necessary to determine Physical Security Threats as defined in DoD 5200.8-R,
Security of DoD Facilites, May 1991.3 Physical Security Assessments provide key inputs
necessary to make judgments with respect to terrorist attack risk (can the targets be hit?)
and vulnerability (can DoD units continue to accomplish assigned missions if attacked by
terrorists?). , ’
4. Application of Physical Security and Assessments

a. Visible, fixed, land-based DoD facilities should have vulnerability assessments
performed on a regular basis if terrorist threat analyses establish the existence of terrorist
threat groups in the country housing the facility. However, vulnerability assessments
should not be limited to fixed, land-based DoD facilities. Some DoD assets that require
protection are senior military officers or senior DoD civilian officials. The specific
assignments of these individuals may place them at risk of becoming the victim of a
terrorist attack. In some cases, loss of an individual is tantamount to the termination or
failure of a DoD mission.

b. Vulnerability assessments can also be applied to residences of DoD-affiliated
personnel, travel plans, and life styles.

c. Vulnerability assessments should exphcxtly consider the possibility of indirect
attacks or attacks from unusual approaches. Terrorists have attempted to use hot air
balloons, ultra-light aircraft, powered hang-gliders, swimmer dehvery vehicles and othcr
unusual means to breach perimeter security devices.

2 See Chapter 13 for discussion of High Risk Personnel and High Risk Billets.
‘3 This subject is addressed in Chapter 7.
, 6-11
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Figure 6-1. Physical Security Survey Topics
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d. Three-dimensional vulnerability assessments are imperative when assessing the
vulnerability of DoD personnel, facilities, or material located within installations or
 buildings not owned or completely controlied by the Department of Defense.

“e. Vulnerability assessments are an ongoing process. Vulnerability of DoD assets
changes daily, if not hourly, depending upon the nature of the terrorist threat on the one
hand, and the nature of the tasks being performed on the other. A detailed, static
vulnerability assessment provides a baseline assessment from which decreases or increases
in vulnerability can be assessed.

f. The process of constructing an Integrated Terrorist Threat Estimate requires
another building block. The overall importance of each DoD asset must be examined in
light of assigned missions, protection requirements, and identified threats. ‘

D. CRITICALITY ASSESSMENTS
1. General Observations

a. The criticality assessment identifies key assets and infrastructures that support
DoD missions, units, or activities and are deemed mission critical by military commanders
or civilian agency managers. It addresses the impact of temporary or permanent loss of key
assets or infrastructures to the installation's and/or unit's ability to perform its mission. It
examines costs of recovery and reconstitution including time, dollars, capability and
infrastructure support.

b. Analysts performing criticality assessments should consider the possibility of
collateral damage sufficient to disable or destroy a DoD critical asset in the event that a
nearby target is attacked by terrorists.

c. Criticality assessments should be performed wuhm the acquisition and
logistics communities as well as in operational units and reserve forces. Application of
criticality assessment elements to research, development, test, and evaluation (RDT&E),
procurement, maintenance, and logistics life-cycle events will facilitate continued Service
and DoD Agency support of combatant commanders and their subordinate commands in the
field during times of crisis or combat, even if the United States and our allies defense
industrial bases should become targets of terrorist attack.

- d. The Service Acquisition Executive and Acquisition Program Executive Officers
should direct preparation of a Key Assets list required under DoD Directive 5160.54
(reference (bb)) for each acquisition program. Contracting Officers and Contracting
Officer's Technical Representatives should survey contractors performing contracts for
DoD to identify key assets as defined by reference (bb).

2. Criticality Assessment Functions

a. In military units deployed under the command of the Services or a Unified and
Specified Command, the staff at each echelon of command determines and prioritizes
critical assets. The commander approves the prioritized List

b. The criticality assessment |

(1) Identifies installation’s and/or unit's key assets.
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(2) Determines whether critical functions can be dupiicated under various
attack scenarios. , .
- (3) Determines time required to duplicate key assets or infrastructures efforts
if temporarily or permanently lost. _ ’
(4) Determines vulnerability of key assets or infrastructures to bombs, vehicle
crashes, armed assault, and sabotage. | _
(5) Determines priority of response to key assets and infrastructures in the
event of fire, multiple bombings, or other terrorist acts,
3. Elements of Criticality
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E. USE OF INTEGRATED TERRORIST THREAT ESTIMATES

1. In Chapter 1, it was observed that the DoD Combatting Terrorism Program has
two phases: a proactive or preventive phase and a reactive phase. In Chapter 5, Terrorist
Threat Analysis, the first building block in the proactive phase, was discussed. In this
chapter, the assessment of terrorist attack risk, DoD asset vulnerability to such attacks, and
DoD asset criticality to DoD mission accomplishment have been addressed.

2. The DoD Combatting Terrorism Program mandates that civilian managers and
military commanders at all echelons assume responsibility for assembling an integrated
Terrorist Threat Estimate. This estimate is constructed from four basic building blocks

provided by organizations indicated:
a. Terrorist Threat Analyses (intelligence community).

b. Terrorist Attack Risk Assessments (civilian management/military
commanders).

c. Terrorist Artack Vulnerability Assessments (civilian management and/or
military commanders).

d. DoD Asset Criticality A.sscssments (civilian management and/or military
commanders).
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CHAPTER 7
- PHYSICAL SECURITY SYSTEM CONCEPT

A. INTRODUCTION

1. This chapter considers the plight of civilian managers and military commanders,
depicted in Figure 7-1. They are frequently confronted with Terrorist Threat Analyses
prepared by DoD-level intelligence agencies. They receive supplementary terrorist threat
information and analyses through Service and CINC channels. Their own intelligence,
counterintelligence, and law enforcement staffs add to the gcneral storehouse of terrorist
threat information.

2. In addition to terrorist threat information and analyses, they receive--on a
continuing basis--judgments on terrorist attack risk, the vulnerability of their missions to
the consequences of attacks on their assets, and the criticality of key assets that may
require protection. Since civilian managers and military commanders have other tasks to
perform as well as to protect DoD-affiliated personnel, facilities, and assets from terrorist
attack, they can easily become overioaded with security-related information and demands
for response in the absence of guidance on establishment of priorities for DoD asset
protection. :

3. Figure 7-1 illustrates this situation. It shows the aggregate potential for security
enhancements as a result of the development of an Integrated Terrorist Threat Estimate in
the upper left of the figure; the lower right shows a broad range of daily activities that must
be managed and overseen, each embedded in a security or force protection environment.
As suggested by the Plan of the Day in the lower right-hand comer of the figure, life within
DoD components goes on, with or without a terrorist threat.

N ge pmpabalanceofForceProtecuonandAnutamsmonmcone
hand, andcarrymg out other elements mthePlan of the Day that contribute to DoD mission
accomphshxnent. v

4. The upper-right hand corner introduces a new block of information, analytical
tools, and guidance on security and security resource allocation priorities: DoD Physical
Security Policy.
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Figure 7-1. Processing Integrated Terrorist Threat Estimates Into
' Amnerrprisrn and Force Protection Programs

mtegranonof physxcal security programs, pcrsonnel security acnvm&s, and operanons
security into a mutually reinforcing set of antiterrorism preventive measures.

B. DoD PHYSICAL SECURITY POLICY
1. Policy Objectives

a. DoD has promulgated a general pohcy dxctatmg physical security measures
applicable to all DoD installations, facilities, and activities. The objectives of reference (cc)
are to: '
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1) Establish general policy for the secunty of personnel and mstallanons
military opcranons and certain assets.

2) Provxde reahsnc guidance, gencral proccdures and the necessary
flexibility for commanders to protect personnel, mstallanons, operauons and assets from
typical threats. ‘ R

(3) Reduce. the loss, theft, or diversion of, and damage to, DoD assets,
thereby ensuring that warfighting capability is mamtamed.

b. To mplement this policy, OSD has established some noxmnal design threats
used to help planners address physical security requirements. The design threats include
peacetime, crisis, and wartime conditions, identify broad classes of perpetrators of physical
attacks against DoD facilities and materi¢l, and postulate nominal ranges of capability
defined by types of weapons or tools used on thconc hand, or the ability to penetrate DoD
facilities protected by standard protection systems.

2. Physical Sgcurity Threats

Regulanon addresses the 10ols and weapons used by pcrpeu'ators of anacks on DoD
faahncs The capabllmes and characteristics of weapons and tools d.lctate protection
requirements. Protection reqmrements, in wurn, drive architectural plans, drawings, and
construction. .

1 Individuals who resort to violent attacks against DoD assets motivated by personal anger, nozlpbﬁx.ics.
73
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Figure 7-2. Physical Security Threat Matrix

: e. Givil engineers have a very narrow perspective on the design and construction
of facilities to withstand assault.

JISO TNTETCSIT 111 IS A BarT LS CIPIOYySd DY IEITOTISTS as thy mm
agmnsttargets nc:=analystsarcconca'nedabomthetechmmlmpabﬂ1tyofwmponsand
_ toolsandthcmetbodofcpcxanonscmployedmteuonstanacks.

3. Systems Approach to Physical Security

construction standards. ’I'hey rcﬂect instead the vanablc nature of physunl
secunty threats to DoD assets, the dynamic character of DoD force structure, the
distribution of forces and assets among widely d:stnbuted DoD installations, and the
different activities of the DoD components.

b. The Regulation establishes the following physical secunty system
PERFORMANCE GOAL: '
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The goal of the security system for an asset or facﬂxty is to deploy
security resources so as to preclude or reduce the potential for
sabotage, theft, trespass, terrorism, espionage or other criminal
activity. To achieve this goal a security system provides the
capability to DETECT, ASSESS, COMMUNICATE, DELAY AND
RESPOND TO AN UNAUTHORIZED ATTEMPT AT ENTRY.

c. To meet the functional requirements of the physical security system speczﬁed
above, several system components are identified, including the following:

(1) Integrated electronic security systems.
(2) Entry and circulation control.
(3) Barrier systems.
(4) Access delay and denial systems.
(5) Dedicated security forces.
* (6) Designated immediate response forces.

‘By combining these physical security system components into an integrated protection

system, appropriate levels of protection for United States defense resources can be
achieved. Itis also clear that such systems can be prohibitively expensive if applied to each
and every DoD installation or facility within a DoD installation. Physical Sccunty
Protection priorities are therefore established.

4. DoD Asset Types and Protection Priorities

a. The DoD Regulation provides clear guidance on the priority for protection of
installations, facilities, activities, organizations, or individuals based on the functions
supported or carried out by each. The Regulation also prescribes the combination of

physical security system components that can and sho hieve appropriate
vl o provcicn. [

b. Figure 7-3 illustrates how physiéai security protection resources should be
used to achieve the desired degree of protection for DoD's assets.

5. Specific Physical Security Policy Direction

a. Combining the concepts of a physical security threat, a physical security
system that contains multiple components, and assets requiring protection, the DoD
Regulation elaborates the following policy:
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Figure 7-3. Resource and Asset Priorities
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It is DoD policy that DoD Components shall develop, establish, and

maintain policies and procedures to control access to installations,

including the following:

1. Using a defense-in-depth concept to provide graduated levels of
protection from the installation perimeter to critical assets.

2. Determining the degree of control required over personnel and
equipment entering or leaving the installation.

b. The Regulation also prescribes the development of plans, programs, and
specific measures to enhance security to be implemented under the following situations:
(emphasis added): _

(1) National emergency.

(2) Disaster.

(3) TERRORIST THREAT CONDITIONS.2

(4) Significant criminal activity.

(5) Civil disurbance.

(6) Other contingencies that would SERIOUSLY AFFECT THE ABILITY OF
INSTALLATION PERSONNEL TO PERFORM THEIR MISSION.
C. SUMMARY OF PHYSICAL SECURITY SYSTEM FUNCTIONS

1. The physical security system emplaced around DoD installations, facilities,
activities, organizations, and even individuals must perform the following functions:

a. Detect threats;

b. Assess and classify threats;

c. Commmicatewarningandthrwass&ssmentinformaﬁon:

d. Delay penetration by the threat to the protected asset as long as necessary; and
e. Provide for timely, effective response to the threat.

2. In the discussion that follows in Chapters 8, 9, and 10, various approaches to
enhancing physical security of DoD assets will be addressed. While many of the specific
measures identified will be illustrated with examples based on DoD installations, the
principles apply equally to all DoD activities regardless of their locanon.

2 See Chapter 17 and Appendix DD below for further discussion.
7-7
FOR OFFICIAL USE ONLY



DoD 'o-zooo.1 2-H

THIS PAGE INTENTIONALLY LEFT BLANK

- 7-8
FOR OFFICIAL USE ONLY



DoD 0-2000.12-H

CHAPTER 8

PHYSICAL SECURITY SYSTEM COMPONENTS

A. OVERVIEW

1. The physical security systems installed in and around DoD installations and
facilities form the physical backbone of DoD combatting terrorism efforts. The facilities,
equipment, and personnel comprising the installation security force are the first lines of
defense against terrorist attack. DoD installation civilian managers and military
commanders should develop an integrated physical security system as described in

Chapter 7, consistent with the threat, in order to achieve the necessary levels of protection
of DoD assets.

2. DoD 5200.8-R (reference (cc)) encourages the use of technology and people to
achieve a cost-effective, security system level of performance. In this chapter, the basic
components of a physical security system will be described. Security managers should
bear in mind that cost-effective security systems designs use the minimum essential
components to achieve the desired level of security; resource limitations and constraints
mean that trade-offs will be required.

3. This chapter will consider the basic approach to the design and implementation of
installation physical security systems. Each major component will be discussed. The
chapter will conclude with a discussion of physical security system integration with other
installation site selection and design issues.

- B. LAYERED SECURITY CONCEPT

1. The DoD Physical Security Program Regulation emphasizes the need to think of
physical security as a system providing protection-in-depth. In some cases defense-in-
depth can be obtained by constructing "islands” of extreme or high security with a "sea” of
moderate security.

2. The object of the physical security system no matter how it is described is the
same:

‘a. Remin operational capability and mission functionality by providing the
greatest level of protection to those resources necessary and sufficient to meet specified
operational and/or mission requirements.

3. Asnoted in Chapter 7, protection of DoD assets is provided by a Physical Security
System consisting of the following major components: _
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a. Integfaxed electronic systems.

b. Entry and circulation control.

c. Barrier systems.

d. Access delay and denial security systems.

e. Dedicated security forces. |

f. Designated immediate response forces.

4. Figure 8- illustrates the general, layered defense approach to the implementation

of a physical security system. The DoD asset(s) to be protected are located within an

innermost ring of security. Additional layers of security are provided at increasing
distances from the asset to be protected. The number of layers, the components that

comprisé them, and their resistance to penetration depend on the threat and the importance
of the asset to be protected. ,

Figure 8-1. Layered Approach to Protection of DoD Assets

5. Figure 8-2 illustrates the concept of layered, integrated physical security system
components contributing to the security of a DoD asset. An outer perimeter is established
and clearly marked. Just inside the outer perimeter is an outer security zone. Within this

-zone are surveillance systems to monitor activities within the zone and beyond the
perimeter. Access control points have been constructed to control access from outside the
perimeter to the outer security zone.
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Figure 8-2. High Security lllustration of the Layered Security Concept

ySIE Components into a physical security system that can provxde high resistance to
penetration, prolong an attack against protected DoD assets, and delay attackers long
enough to permit a response force to arrive in time to apprehend and/or detain the
perpetrators, recover assets, and restore them to their secured status.

7. Figure 8-2 depicts key physical security system components and an approach to
the integration of these elements into a physical security system that can detect threats;
identify, classify, and assess intrusions; delay intrusions long enough to permit response
forces to arrive and complete containment and apprehension; and if all else fails, delay
intruders still longer until overwhelming force arrives to rescue and/or recover the asset.

8. The concept of a layered defense also includes protection from threats launched
against DoD assets from any direction. Threats could come from below or above, as well
as through perimeter fences, walls, or other barriers. Underground parking garages in
office buildings, high-rise apartments, and hotels can harbor terrorists, as can large utility
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service structures such asmnnels, cul erts, canals, orspxllways Ceilings or roofs can be
penetrated and must also be protected. Even wide open spaces on a large installation can
represent potential danger for terrorists equipped with hang-gliders, ultralight aircraft,

parachutes, or even helicopters.

9. Most DoD assets do not require and should not be protected to the level depicted in
Figure 8-2; if circumstances require such protection, use of the physical security systems
concept allows for identification of temporary or expedient measures that can be used to
increase protection afforded to DoD assets for the duration of a transient threat.

C. PHYSICAL SECURITY SYSTEM FUNCTIONAL REQUIREMENTS
1. General ’

a. Fora physical security system to protect DoD assets, certain security functions
must be performed. Among these functions are the following:

(1) Threat Detection.
(2) Threat Classification and Assessment.
(3) Threat Annunciation.
(4) Threat Delay.
(5) Threat Response.
b. Each of these functions is critical to the overall performance of the Physical
Security system. Each is considered in turn.
2. Threat Detection '

a. The first challenge to the physical security system is its ability to detect the
presence of hostile intruders. As a general rule, the earlier the detection of threats and the
longcrthemgeatwhichdxcyaxedcwcted.d:egruxcrdxoppormnitiesmtopmtectDoD
assets and minimize the impact of terrorist acts against DoD personnel, materiel, and
facilities. A wide variety of systems can be used to detect the presence of activity at a
distance from the facility. The ability of surveillance systems to detect activity can vary
widely. Several factors can influence surveillance system performance. _
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: e. The numbcr and vmety of sm'vexllancc sensors can be affected by the location
of initial threat detection. If a threat can be detected at the outer perimeter, then additional
sensors can be used between the outer perimeter and the inner perimeter to aid in the
classification and assessment of the intruder before the response force is dispatched. If the
installation or facility is compact and little distance separates the outer perimeter from an
inner security zone, then the response force must be dispatched almost immediately upon
detection of an intrusion so that it can complete assessment and make an initial response.

f. Barriers such as fences, walls, ditches, or roads become platforms on which
intrusion detection system sensors are mounted. Such systems can detect the passage of an
object, animal, or person through a line. They can be used to detect the presence of
intruders within a restricted zone such as sand strip encircling the perimeter of a facility.
They can detect the presence of intruders in a restricted volume of space such as an office, a
garage, or a hangar. Intrusion detection systems are especially useful within an
installation, and oftentimes can be used in conjunction with perimeter barriers, security
zones, and interior barriers to provide detailed information about the location of a potential
threat. ‘

g. If the geography and siting of an installation do not permit detection of threat at
its periphery as is the case when DoD facilities occupy only a portion of a commercial
office building, then threat detection must occur at close quarters to the protected DoD
asset. Under such circumstances, multiple intrusion detection systems, based on different
detection principles, can be employed to provide threat detection and additional information
needed for classification and assessment as discussed below.

b. Detection systems have varying strengths and weaknesses depending upon the
physmal climate and environment in which they are expected to operate, the nature of
targets to be detected, the training and skill of their operators and interpreters of data, and
the topography and geography of the installation or facility from which surveillance is
being mounted. Careful planning is necessary to install a surveillance system at the
installation or facility perimeter with capability of providing both outward and inward
. surveillance. Planners should consult with Service and OSD experts with respect to their
te-specific needs.

3. Threat Annunciation

a. Itis, of course, not sufficient to detect the presence of potential threats. The
physunl security system must take additional steps to mitigate the threat.

b. A critical component of the physical security system is threat annunciation.

(1) Threat annunciation must occur in some type of watch center from which
initial attempts to classify and assess the threat will be made.

8-5
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(2) Insome DoD famhu&swhere most .stringent security requirements must be
met, threat annunciation may also be needed in a response force ready-room, where
members of the response force remain in an alert state, prepared to respond to identified

threats.

~ (3) Threat annunciation in the immediate quarters or offices of key personnel
who are considered protected DoD assets, or other DoD assets may also be necessary to
permit transitioning them into a highly protected physical structure (sending key personnel
to a safehaven, pulling aircraft into hardened shelters and revetments, etc.)

¢. While the annunciation of threat need not occur simultaneously in these
locations, the physical security system must have a way of communicating the need for
action to personnel assigned to assess or respond to threats. Annunciators can be
auditory (alarm bells, whistles, homns, etc.), visual (flashing lights, blinking and/or
color marks appearing on computer screens), or even tactile (vibrating units worn as
- pocket pagers). ‘

d. Itis recommended that at least two different types of annunciators be used
throughout an installation where resources permit and a requirement for rapid security
Tesponse exits.

e. Annunciators should be scattered throughout an installation to enable
assessment personnel to summon response forces and to alert protected assets to an
imminent atack. Intercom systems, portable radios, telephones, and radio paging devices
can be used to alert specific personnel or specific facilities. Bells, whistles, sirens, and
ﬂashinglightsmbeusedforgeneralalaxms,, -

- f. Where the threat environment and resources warrant, installations should be
fited with general annunciators that allow personnel to discriminate among different types
of emergencies. One set of alarms should be used for emergencies requiring the evacuation
of facilities (fire or bomb threats). Another set of alarms should be used to warn of
emergencies that require taking shelter in interior building spaces away from windows and
exterior walls as in the event of civil disturbances or tornadoes.

4. Threat Classification and Assessment

a. Oncediepxucnoeofattnwhasbeendemedmﬂﬁnwassssnentpersomel
notified, the physical security system must classify and assess the threat. The presence of a
threat is usually detected as a result of some sort of alarm. Surveillance systems, including
bmnmlhdwdmvisualsmveinamesyacmsandmmdmdcwcﬁonsysmguanmitdm
to an information processing center, where detection data are assessed.

b. Assessment of and response to alarms must be swift and as practiced as
possible. An intruder running can cover considerable distance in a matter of seconds.
Guards and other security personnel are relied upon primarily to assess intrusion alarms.
They must respond immediately when alerted. Often, security personnel use CCTV to
assist them in their assessment role. CCTVs can also be slaved to the Intrusion Detection
System (IDS) system. When a sensor alarms on a slaved system, a CCTV camera is
immediately focused onto the alarmed area and the picture focused for the security guard
~ monitoring the IDS system for assessment. :
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c. The purpos‘e of such assessments is to determine the following:
(1) Is the alarm real or faise?

(2) 'If the alarm was real, is the intrusion hostile or benign?

S. Ti:reat Delay

a. Delay is provided by perimeter, exterior, and interior physical barriers erected
or installed to protect the structure, such as fences, gates, walls, windows, doors, locking
systems, ceilings, and floors. These physical barriers are evaluated as a system. The
effectiveness of a barrier system is measured by the minimum total delay time it provides
on any path into the protected area. Delay time is measured from the time the intruder is
detected until he has penetrated all of the barriers, including the time it takes to travel from
barrier to barrier, and the protected area.

b. Delay has three purposes:
(1) Facilitate definitive threat classification and assessment.
(2) Facilitate response by physical security response forces.

(3) Facilitate evacuation of protected DoD assets if evacuation is the most
appropriate, cost-effective force protection remedy.

c. Delay of potential threats at the greatest distance possible from the protected
DoD assets can be essential in making definitive threat classifications and assessments.
Being able to delay intruders at the installation perimeter long enough to classify the threat
(human) and assess it (not carrying firearms) may prevent unnecessary injury or loss of
life.

d. Delay allows the response force an opportunity to take up defensive positions
to protect DoD assets, to defend facilities and personnel, to counterattack, and to conclude
an incident with arrest and apprehension of the perpetrators. The greater the amount of
time intruders can be kept away from major DoD assets requiring protection, the greater the
opportunity for DoD personnel to terminate the threat without loss or compromise of
mission capability.

e. Delay can be critical in facilitating the successful evacuation of DoD assets
from facilities under anack. Delay to facilitate evacuation is especially important to DoD
personnel serving in isolated posts.
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6. Threat Response

_ a. Response to threats begins immediately upon detection; reSponse actvity
increases concurrently with threat classification and assessment. The purposes of the
physical security system response to threats are as follows: '

(1) Stop further intrusion by the threat at the greatest distance possible from
protected assets; ' '
(2) Slow the rate of advance towards the protected asset as much as possible;
(3) Facilitate the evacuation of the protected asset to safe areas; |
(4) Secure the protected asset and contain the threat;

(5) - Contain the threat, prevent additional hostile resources from arriving, and
prepare to apprehend the threat and relieve the protected asset.

b.  Specific methods to accomplish these response goals are discussed in Chapter
15. In general, physical security design elements included in DoD installations and

facﬂiﬁesmaidmsponsefminaocompﬁshingthcseobjecﬁmF

D. BARRIERS

1. Barriers are an integral part of all physical security systems. They are used at the
perimeter of DoD installations to perform several functions. Barriers establish boundaries.
They deter and intimidate individuals from attempting unlawful or unauthorized entry.
- Barriers become platforms on which more sophisticated sensors can be placed to aid in
threat detection and classification. Some barriers at the perimeter of a DoD installation help
shddacuwn&smthmthemstallanonﬁomnnmed:atc,dnectobscrvanon. .
-~ - 2. Barriers are also used at the perimeter of DoD installations to facilitate pedestrian

and vehicle entrance and exit control. Use of barriers channels traffic through designated
~ access control points, where pedestrians and vehicles can be monitored and searched for
- contraband, explosives, or other threats as circumnstances warrant.

3. Barriers are used within individual buildings on DoD installations for similar
purposes. Inaddjﬁon,useofhighseanitydoors,windowglazings,andwalkcanpmvide
‘building occupants with protection against ballistic penetrations—-small arms fire, bomb
fragments, broken glass, etc. ,

4. Figure 8-3 presents an illustrative list of both namral and man-made barriers of
potential interest to security program planners. :

5. Specific permanent, temporary, and expedient barrier materials are discussed in
Chapters 9 and 10. _ .
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BARRIER Natural Obstacle Man-made or Result of
FUNCTION Naturally Occurring Human Endeavor
_Establish Boundary River, valley, forest line Wall, tence, hedge
Isolate Activity, Mountains or hills, jungle, - Walls, fences
Discourage Visitors dense growth, desert Berms, canals, moats
Ald Detection of Electronic detection devices
Unauthorized Entry, mounted on boundary
Intrusion Sand strips at boundary of
, areas to be isolated
_ __Electronic Devices
Impede Pedestrian Rivers, swamps, natural Fences and walls with or
Passage ' ___termain features without doors or gates
impede Vehicle Rivers, swamps, natural Fences, walls, Jersey Bounce
Passage terrain features barriers,
Specially designed vehicle
bamiers :
_ Aircraft arresuni cable
Prevent External Forests, natural terrain features Berms, earthworks
Visual Observation Walls, solid fences
' Masonry block screens
Transiucent glass block,
polycarbonate sheet
Shutters, awnings, draperies
Minimize Ballistic High berms, earthworks
Material Penetration : Steel reinforced concrete
: or masonry walls
Blast shields fabricated
from steel-ply materials

Ballistic resistant glazings |
Figure 8-3. Security Barrier Functions and lllustrative Exaniples '
E. INTRUSION DETECTION SYSTEMS (IDS)
1. IDS Overview
a. Intrusion Detection Systems (IDS) are used to accomplish the following:
) |

(2) Provide additional controls at critical areas or points.
(3) Substitute for other physical security measures which cannot be used
because of safety regulations, operational requirements, building layout, cost or similar
reasons.

(4) Provide insurance against human error.
(5) Enhance the security force capability to detect and defeat intruders.

(6) Provide the earliest practical warning to security forces of any atxempted
penetration of protected areas.
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(@) Local Alarm

In this system, the protective circuits and alarm devices actuate a
visible or audible signal in the immediate vicinity of the detected intrusion, usually on the
exterior of the building. The alarm transmission and/or communication Lines do not leave
the building. R isbylocalsecmityforcesthatmaybeintheareawhenthealarmis

In this type of system, the operation of alarm devices and electrical
Circuits are automatically signalled to, recorded in, maintained, and supervised from a
central station owned and managed by a commercial firm with guards and operators in
attendance at all times. These personnel monitor the signals and provide the response force

10 any unauthorized entry into the protected area. "

(c) Police Connection

In this type of system, the alarm devices and electrical circuits are
connected via leased telephone company lines to a monitoring unit located in nearby civilian
police stations. An agreement with the local police department must be arranged prior to
establishment of this type of system.

(d) Proprietary IDS Station .

1l ’I'hissystemisquitesimilartoaCenn-alStaﬁonoperaﬁon,except

that the IDS monitoring and/or recording equipment for all IDS at the installation is located
within a constantly manned DoD civilian or military police, or security force
communications center maintained and owned by the Government installation. _The
insrallaﬁonpoliceorsecm-ityfomempondstoallms activations.

2_ DonaciliﬁweqdppedwitthS shouldutilizerpﬁctaIyIDS
StaﬁonsystemswhcreDonersonnelmonitorandmpondtoallalarms.
2. IDS Sensors | v ,

Intrusion Detection Systems have several components including sensors, data
transmission subsystems, displays and assessment subsystems, power subsystems,
communications subsystems, and maintenance systems. Intrusion detection system (IDS)
sensors are divided primaril y into two groups, exterior sensors and interior sensors,

- depending upon their environmental capability. '
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a. Exterior Sensors

(1) Exterior sensors are those that function in an outside environment. These
sensors, and their associated processing equipment, are weatherproofed and less sensitive
to changes in climatic conditions. Exterior sensors are used for early detection of intruders
before they reach a protected structure. They are designed to provide fairly uniform
protection coverage over outdoor areas. Exterior sensors are used to establish an intrusion
detection line along fences, walls, and water or other land boundaries surrounding a
protected structure.

(a) Perimeter Sensors

Perimeter sensors are exterior sensors normally installed on fences,
walls, or gates. They detect different types of fence movement resulting from an intruder
climbing, cutting, lifting up, or otherwise violating the fence. They can also be used within
structures to establish inner security zones or to monito;: movement within a large, open

(b) Line Sensors

These exterior sensors form an extended boundary through which
intrusion can be detected upon breaking or interfering with the sensor line, passing through
a magnetic field, or changing the pattern in a electronic field.

(2) Fgure 8-4 lists various types of exterior Sensors.

‘Figure 8-4. Exterior IDS S¢ns0t Types

b. Interior Sensors

(2) Sensors use various methods of detection. Among the most common,
exterior sensors use seismic, magnetic, microwave, infrared, electric field, electromagnetic,
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- and vibration detection methods. Interior sensors primarily use capacitance, magnetic,
ultrasonic, shock and/or vibration, and infrared techniques. Combinations of these
methods may also be designed into individual sensors. They can be configured in
electronic tiers, requiring an intruder to pass through each tier in progressive succession,
thereby increasing the likelihood that the intruder will be detected.

(a) Penetration Sensors

. - These interior sensors are designed to react to mechanical or
acoustical vibration, sensor movement, or sensor destruction.

(b) Volumetric Sensors
Volumetric sensors are interior interior type sensors are designed to
react to the motion of an intruder. They may based on infrared, seismic, acoustic, or
sensing technologies. ,

(c) Duress Switches

Duress switches, like those used in banks, set off an alarm at the
touch of a button. They allow individuals to communicate situations of duress to forces
that can render assistance. Both fixed and portable switches can be used in this application.
~ Fixed duress switches are normally wired to the IDS duress circuit and are permanently
mounted for activation of the duress alarm when needed. Portable hand duress switches
electronically transmit to a receiver that is wired to the IDS duress circuit. Upon activation
of a switch button, the small, wireless transmitter sends a radio signal to the receiver,
triggering a duress alarm. Transmitters are designed either to be carried or mounted in
- suitable locations. 4

(3) Figure 8-5 provides a listing of several different types of interior intrusion
detection sensors, the purposes for which such sensors are appropriate, the principles by
which each sensor operates, common false alarm causes, and appropriate applications.

3. Data and/or Signal Transmission

This subsystem links sensors with control and monitoring consoles. The
transmission medium is used to send control signals and data to and from all sensors,
control points, and annunciator panels. This subsystem may be hardwired land lines, radio
frequency links, fiber optic cables, or any combination thereof. Most recently,
transmission of data-encrypted alarm signals via satellite has been developed and is now
available commercially.

4. Annunciator, Control, and Display

Annunciator, control, and display subsystems provide equipment for central
operational control and monitoring of the IDS. Through this equipment, security force -
personnel are instantly alerted to the status of any protected area. This subsystem should
be located in a restricted area and closed off from public view. Alarmed spaces should be
designated by zones to facilitate identification of penetrated areas, assessments of
vulnerability resulting from intrusions, and dispatch of response forces in a timely manner.
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Figure 8-5. Selected Interior Intrusion Detection Sensors (continued)
S . Primary Power

2. In the selection process, a planner must ensure that an IDS is capable of
operation on the power (frequency and voltage) that is available. Within the United States
60 Hz (cycles) and 110 volts alternating current (ac) is the standard. Outside CONUS,
frequencies may be S0 Hz or 60 Hz and voltages can range from 110V to 440V, in any

b. In many overseas areas, line voltages can fluctuate widely and voltages for a
240-volt system can drop to 180V then surge to near 300V. Where this occurs, surge
arrestors and line conditioners will be required to protect the IDS equipment. If the system
selected is not capable of operating on available power, then some means of converting the
power to a usable form must be provided. Sufficient power must be available to operate
theeqmpmentinmharutobcprot‘ectedaswellastheconu'olmonitoring station. The
power required by each item of equipment must be included in determining the total system
load. ~

¢. ‘Many sensors and display units operate on direct current (dc). When these are
used, it is necessary to provide sufficient dc power rectifiers at each location to convert

8-14
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locally available ac power to the dc power required by the sensors and display units. Many
of today's control units and sensors use microprocessors to accomplish their function.
Although powerful in performance, they are susceptible to damage from electrical transients
such as surges or spikes that result from interference or noise on the power line. This
vulnerability can be reduced through the incorporation of surge protectors and/or hghnng
arrestors in the design.

6. Emergency Backup Power

a. The IDS must be capable of providing protection even when the primary power
fails or is cut off. To ensure this, an alternative power source must be provided. If there is
an uninterruptable power supply (UPS) available, then connecting the IDS to the UPS
should be a prime consideration. Most systems contain a back-up battery that is
continuously trickle-charged by the primary power system. An 8-hour battery backup is
mandatory. However, if the primary power is subject to being out for longer periods, a
16- or 24-hour backup should be procured or arrangements made to provide a gua:d force
as addmonal protection

b. Use of an emergency backup generator can prowde the necessary power when
the primary power fails. Battery backup is still required to keep the system up until the
generator is started. Expected power outages, system load requirements, and fuel
availability will determine the capacity and type of generator required.

7. Tamper Protection
_ Protection from tampering with the IDS, the access system, and the assessment
system should be designed into components of these systems so their effectiveness cannot
be compromised. In typical applications, a switch is located within equipment covers or
doors that are vulnerable to unauthorized entry. A tamper alarm is registered at the
annunciator panel when a cover or door is pried off or removed.

8. Alarm Assessment

a. Alarm assessment is an essential function of a physical security system relying
on intrusion detection systems. IT IS IMPERATIVE THAT THE CAUSE OF THE ALARM BE
INVESTIGATED. Accurate and rapid assessment is essential to preveat the commitment of
response forces as a result of false or nuisance alarms.

b. When an intrusion alarm is received, Security personnel must assess the
validity, severity, and nature of the event causing the alarm. Visual methods are commonly
used, either by direct sighting or by the use of Closed Circuit Television (CCTV).

8-15
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10. IDS Maintenance
a. Requirements

Proper maintenance of an IDS is essential. Systems not properly maintained
may fail to detect intrusion or yield a high number of false and/or nuisance alarms, thereby
losing credibility and demoralizing the security force to the point where alarm activations
are often ignored. As a result, security may be less than that obtained without an IDS. The
more complex an IDS, the more highly skilled and trained the maintenance technicians must
be. The number of technicians ires i epe
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b. IDS Testing Frequency

All
individual !o!d be tested to determine the continued adequacy of their intended

applicaton. All transmission devices will be validated to ensure proper operations.
Testing should be conducted in concert with the security officer. Tests should include
temporary interruption of AC power to ensure AC/DC transfer and that batteries or other
alternate power sources are functional. Test result records should be retained consistent
with Service, Agency, or Inspector General requirements.

F. LIGHTING SYSTEMS

Protective lighting should enable guard force personnel to observe activities around or
inside an installation without disclosing their presence. Adequate lighting for all
approaches to an installation not only discourages attempted unauthorized entry, but also
reveals persons within the area. However, lighting should not be used alone. It should
supplement other measures such as fixed security posts or patrols, fences, and alarms.

1. Protective Lighting Approaches

a. Good protective lighting is achieved by adequate, even light upon bordering
areas, glaring lights in the eyes of the intruder, and relatively little light on security patrol
routes. In addition to seeing long distances, security forces must be able to see low
contrasts, such as indistinct outlines of silhouettes, and must be able to spot an intruder
who may be exposed to view for only a few seconds. All of these abilities are improved by
higher levels of brightness.

b. In planning protective lighting, high brightness contrast between intruder and
background should be the first consideration. The volume and intensity of lighting will
vary based on the surfaces to be illuminated. Dark, dirty surfaces, or surfaces painted with
camouflage paint require more illumination than installations and buildings with clean
concrete, light brick; or glass surfaces. Rough, uneven terrain with dense underbrush
requires more illumination to achieve a constant level of brightess than manicured lawns.

2. Types of Lighting
a. Continuous Lighting' (Stationary Luminary)

: It consists of a series of
fixed lights to flood a given area continuously during the hours of darkness with

overlapping cones of light Two primary methods of employing continuous lighting are
glare protection and controlled lighting:
(1) Glare Projection Lighting

Glare projection lighting is useful where the glare of lights directed across
surrounding territory will not be annoying to neighbors or residents and not interfere with
adjacent operations. It is a strong deterrent to potential intruders because it makes it
difficult for them to see the inside of the area. It also protects guards by keeping them in
comparative darkness. Such lighting allows guards to observe intruders at considerable
distance beyond the perimeter.
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(2) Controlled Lighting

Controlled lighting is best used where it is necessary to limit the width of
the lighted strip outside the perimeter because of adjoining property or nearby highways,
railroads, navigable waters, or airports. In controlled lighting, the width of the lighted strip
can be controlled and adjusted to fit the particular need, such as illuminarion of a wide strip
inside a fence and a narrow strip outside; or floodlighting a wall or roof. This method of

lighting often illuminates or silhouettes security personnel as they patrol their route.

‘b. Standby Lighting (Stationary Lulilinary)_

The layout of this system is similar to continuous lighting. However, the
luminaries are not continuously lighted, but are either automatically or manually turned on
only when suspicious activity is detected or suspected by the security force or alarm
systems.

(1) Building Face Perimeters

: . Building face perimeter lighting illuminates the faces of buildings on or
within 20 feet of the property line, or the area line to be protected, and where the public
may approach the buildings. Guards may be stationed inside or outside of the buildings.
Doorways or other insets in the building's face should receive special attention for lighting
10 eliminate shadows. . _

(2) Active Entrances

Active entrance lighting for pedestrians and vehicles should have two or
more lighting units with adequate illumination for recognition of persons and examination
of credentials. All vehicle entrances should have two lighting units located to facilitate
complete inspection of passenger cars, trucks, and freight cars as well as their contents and

_passengers.

(3) Semiactive or Inactive Entrances
Semiactive or inactive entrances should have the same degree of
continuous lighting as the remainder of the perimeter, with standby lighting of sufficient
illumination to be used when the entrance becomes active. Gatehouses at eatrances should
have a low level of interior illumination to enable guards to see better, increase their night
vision adaptability, and avoid making them targets. -

¢. Movable Lighting

A movable lighting system (stationary or portable) consisting of manually
operated searchlights that may be lighted during hours of darkness or as needed. This
system is normally used to supplement continuous or standby lighting. ' .

d. Emergency Lighting

Emergency light may duplicate any or all of the above systems. Its use is

limited to times of power failure or other emergencies that render the normal system
inoperative. It depends on alternative power sources, such as installed or portable
generators or batteries. :
8-18
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3. Wiring Systems e,

Both mulnple and series circuits may be used to! advantage in protective lighting
- systems, ’dcpendmg"oh’ the fypc of lumigary used. and other design, features ofithe: system.
: 'The”cucmt should bé arran .gj_““ ] S0 that faﬂure of any. one, lamp will:notleave a large poruon
or h"§m10r segment of 2 cnuul -or vulnerable: position in ‘darkness.
: be ‘Such that ‘normal mterrupuons causeda by overloads,: mdusrnal
* ‘acidents, and'] buﬂdmg or brush ﬁres will not interrupt the protective system: JIn. addition,
feedéf lines shouldBe 18daisd underground (or suﬂicxently inside the penmeter in the case
of overhead wiring) to minimize the: possibility of sabotage“or vandalism ﬁ'om outside the
~ perimeter. The desxgn should provide for simplicity and economy insystem maintenance
" and "should requn'e a rmmmum of shutdowns for route. repairs; cleaning; and- lamp
. "teplacement. Iti 1s necessES%‘;}m some instancesto install a,duplicate:: wmngw“»syszem:" s

AT PN

4. Power Sourcos
a. Power sources should meet the following cntena. R
(1) Primary - < usually a local public utility. * o e
() ‘Alemawe Tthéfollowing should be provided:
) (a) Standby banteries or gasoline-driven: generators ‘may be' used.

1 I cost-effective, a system should stazjt automancally upon faﬂurc
of outside power. e

SRR S »Z .. Must ensure continuous llghtmg : ‘. Loy

R S - May' bemadequate for sustamed operanons thcreforc addmonal
secnmmptmuuons must be eonsxdered. ‘ , .. .

(R ST L O

‘ o "Tested to ensure cﬁmency and effecuveness. The frequency and
duration of test dcpend on: ‘

gdpea

a stsxon and operanona.l facuors ‘
s e Bl
o ,,j‘l,,'.,;a« ,.b., I.omnon,type and condition °f~eqmpmem_ o |
; g chmher(temperanne aﬁ‘ec:s banmesverystmngly) _

(b) Locawd wuhm a contmlled arw. for addmonalgecunry

(¢) Generator or banery-powered portable .and/or stationary: lights:
_1_ Poruse ina oomplete power faﬂun: fg ol v

.....

LAYTE

: ”3‘ i ~‘A’%ilable atdesxgnaxed 'éonudl%iaomts for secunty pexsonnel

b. Under ideal circumstances, power supphes related to physical security systems
. should be routed to.the installation along. separate Toutés fiom othétiitility service. In
,'ﬁ ".‘addmen , POW supphes,fgmphysaeal security.systems shoild éritéf‘each‘protected facility
Tas. well as each protected: enclave:or.restricted area within atfacmty""separately from other
power and uuhty service.
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5. Control Systems

Controls and switches for protective lighting systems should be inside the
protected area and locked or guarded at all imes. An altemnative is to locate controls in a
rentral station similar to or as a part of the system used in intrusion detection alarm central
monitoring stations. High impact plastic shields may be installed over lights to prevent
destruction by stones, air rifles, etc. , '

G. THREAT DELAY

1. Several specific barriers can be employed to delay specific types of threats.

2. A number of techniques can be used to harden perimeter barriers with modest

~ Tesistance to penetration. For example, erecting a ballistic barrier on the interior side of
unreinforced masonry building walls can increase the wall's resistance to penetration by
bullets, grenade fragments, and hand tools. While this type of structure would be likely to
fail were explosives detonated immediately at its face or within a few feet to tens of feet,a
ballistic liner can be used to increase resistance to penetration.

3. Doors and windows can also be hardened to increase their resistance to
penetration. Techniques for hardening are discussed in Chapter 10.

4. Ceilings, floors, and roofs, particularly in residential structures, may require
hardening in order to enhance the protective value of such structures. Techniques to
accomplish such hardening are discussed in Chapter 10.

5. Other entrances, openings, or penetrations into installations, facilities, and
structures can be hardened to make them more resistant to penetration. The effect of such
hardening is three-fold. ’

6. Increasing the resistance of facilities and structures to resistance forces terrorists to
change their mode of operation. It requires terrorists to spend more time conducting
surveillance of their target. Hardening targets may force terrorists to acquire new tools,
postpone their attacks, and increase their risk of exposure.

H. ASSESSMENT AND INCIDENT RESPONSE FORCES

ctions to perform as part of their role in the physical
2. First, they function as barriers. Their presence is a visible and often tangible

reminder of harm that could befall an intruder who ventures on to a DoD military
installation without proper authorization. | | -
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3. Second, guards are an essential element in the intrusion detection system.
Typically, they are responsible for making an on-the-spot assessment of initial alarms.
Their judgement will figure prominently in installation responses. The ability to assess an
intrusion alarm as real or false is an important skill. The ability to determine that a real
intrusion is benign or hostile is a life-threatening decision. Either the intruder or the gua:d
force, or both are at risk if a miscalculation occurs.

4. Third, guards are usually the initial response force and are therefore
responsible for initial incident control and containment in the event of a terrorist incident.
The desire of terrorists to generate as much publicity as possible can be fulfilled or
minimized depending upon the knowledge and skills of those guards who make the initial
on-scene determinations surrounding a terrorist incident.

5. Guards are an essential element of the physical security system. Therefore,
consider implementing the following measures when employing military personnel, civilian
personnel, and civilian contractor personnel as part of a physical security system.

.a. EXAMINE GUARD DUTIES AND RESPONSIBILITIES CAREFULLY;
COMMUNICATE THE REQUIREMENTS OF THE JOB CLEARLY.

_ P ' Keepmg the guard force informed, focused, and
aware o JO Tequirements and expectations will help the force do a better job and keep
morale high. Identify surveillance, intruder detection, classification, and assessment
problems and conduct regular as well as unscheduled exercises to keep the guard force
sensitive to events and aware of their own environment. ~

b. PROVIDE GUARDS WITH TRANSPORT AND COMMUNICATION APPROPRIATE
TO THE SIZE AND TERRAIN OF THE AREA TO BE KEPT UNDER SURVEILLANCE.

Consider supplying bicycles, mopeds, and motor scooters where foot
y long, difficult, or tedious because of local environmental conditions.

USEPERSONNEL DRAWN FROM MIDDLE ENLISTED RANKS AND CIVILIAN
GRADES AS WELL AS JUNIOR ENLISTED AND CIVILIAN PERSONNEL AS PART OF THE
GUARD FORCE.

dmy each month.
d. KEEP GUARD PERSONNEL INFORMED OF THE THREAT.
One of the most frustrating aspects of being a guard is not knowing what one
should be looking for. Consider arranging for special briefings for guard personnel on

local threat matters. Even if the material is the same material available to others, brief guard
personnel separately. Build esprit de corps wherever possible.

8-21,
FOR OFFICIAL USE ONLY



TR NN e AL S e MR T W TR, Sl
LR B T R v 1 .

DoD_0-2000.12-H

R e

e. PROVIDE FREQUENT TRAINING OPPORTUNITIES FOR THE GUARD FORCE AND
ENCOURAGE THEIR PARTICIPATION IN EXERCISE PLANNING, IMPLEMENTATION, AND
EVALUATION. |

(1

ertheless, it can mean the

€ € sausfactory protection of DoD assets or the loss of assets,
capability, and innocent lives. Guard force training, accompanied by other security forces
who would operate jointly with the guard force during an incident, should be a recurring
part of physical security system exercises.

(2) Guard personnel and other security personnel frequently bear much of the
burder. in standing inspections and participating in exercises. They often have insights
based on their experiences that can improve physical security system response to stress and
- to specific threats. They also have concerns about command and control viewed from the
perspective of those who receive orders. Including guard personnel in exercise planning
and evaluation reinforces the value and importance attached to guard responsibilities by
management and command. It 2lso affords security planners additional perspectives that
can result in improvements in the performance of guard and security forces.

I. SUMMARY

1. This chapter has described the basic components of the physical security system
that protects DoD assets in accordance with DoD policy. The system must correctly detect,
classify, and identify threats; it must issue wamnings to protected assets to take additional
measures, while meeting, containing, and resolving the threat. The physical security
system relies on a combination of sensor technology, civil engineering techniques, barriers,

and humans to perform these functions.

2. The purpose of a physical security system is to protect assets; it should be
proportionate in acquisition and operating and maintenance costs to the value of the assets
that it is protecting. High value assets—assets that are critical, make accomplishment of
DoD missions vulnerable if they are successfully artacked by terrorists, and at risk--need
greater levels of protection than low value assets. Physical security systems must be
d@dgnedwimWiﬁcthreashnﬁn&excmsiom&ommﬁdpademasmsym
level sensitivities and capabilities should and must be made to design a cost-effective
physical security system. The existénce of multiple technical and human physical security
system components creates options to mix and match components against security needs.
Ancompmensneednabeusedmanchumsmnmmawemeﬁecﬁwphysimlsecmity
system.
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CHAPTER 9
PHYSICAL SECURITY MEASURES FOR AN INSTALLATION

"A. INTRODUCTION

1. The DoD Combatting Terrorism Program concept introduced in Chapter 1
emphasized preventive measures designed to reduce the likelihood of terrorist attack and
. mitigate its effects should it occur.

2. This chapter will integrate the DoD combatting terrorism program concept with
DoD physical security policy requirements to illustrate the application of a generic physical
security system to common aspects of DoD installations and facilities to protect DoD assets
against terrorist attack. Physical security planning should consider physical security threat
as well as the integrated terrorist threat estimate. Care should be given to ensure plans are
drawn broadly enough to be responsive to radical changes in the physical security threats.

3. Again, prudence must be exercised in the implementation of a physical security
system design. While systems can be designed to meet the most stressful, conceivable
physical security threats terrorist might attempt, the actual measures implemented should
be selected on the basis of threat, risk, vulnerability, and criticality of assets to be
protected. Sensitivity analysis should be performed to verify that the elements of the
design to be implemented can respond to some growth in either the terrorist threat, the
criticality of assets to be protected, or both. Planning for future growth and investing in
facility infrastructure to support future growth at low incremental cost is prudent.

B. INSTALLATION AND FACILITY DESIGN
1. General Physical Security Considerations

a. The effectiveness of a physical security system depends on at least three
factors. It depends upon the careful planning, development, and installation of physical
security hardware and security procedures to:

(1) Provide early detection of an intrusion.
(2) A layered system of barriers that delay the intruder.
(3) An effective, timely, and practiced response force.
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b. Major considerations for tailoring a security system to an individual installation
or building include: < '
(1) Location of the installation and/or building
(a) On or Off Government property. : |
' (b) Near perimeter or near center of installation and/or property.

. (2) Availability and capability of local military and/or police and firc,.
department personnel. ‘
(@) Maximum response time.
(b) Firepower capability. -
(¢) Dependability. : |
(3) Availability and proximity of U.S. Government response force personnel.
(4) Reliability of utilities service for the protected location.
() Access routes in the vicinity of the protected building.
(a) Response force requirements.
. (b) Escape routes for attackers.
(6) Cost of security sysicm components.

~ (7) Status of Forces agreements, host-nation restrictions, lease restﬁctions,
and legal considerations related to the safeguarding of DoD facilities overseas.

c. Questionnaires and survey instruments identified in Appendix C for use in
facility vulnerability assessments are also useful in identifying physical security strengths
and weaknesses for each installation. Portions of the survey instrument can be repeated as
often as necessary to cover cach building or special facility within each building as
necessary. : . '

d. The purpose of a physical security survey is to pinpoint the ability of an
existing structure to support current or future DoD activities, given the range of threats that

* . might be foreseen on the one hand, and type of assets to be installed in the facility on the

other. ,
2. Functional Physical Security Objectives

a. In general, however, facilities and structures, whether built new for use by the
Department of Defense, modified to meet new requirements, or simply occupied "as is," »
should meet the following functional security objectives:

(1) Physical and psychological boundaries (signs, closed doors, etc.) should
establish four areas with increasing security controls beginning at the property boundaries.
The areas are defined as: (a) perimeter--property boundaries; (b) exterior security zone
(which may include building lobbies and loading docks or other work areas); (c) interior
security zone (which may include general workspace for DoD personnel and contractors);
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and (d) Category III or High Security (restricted and/or exclusion) areas (which may
include executive .ofﬁoes, armories, communications facilities, computer rooms, etc.)

(2) Vehicular traffic signs should clearly designate the separate entrances for
trucks and/or deliveries and visitors and employee vehicles. Control points should be
provided near the site boundaries where feasible. Sidewalks should channel pedestrians '
toward controlled lobbies and entrances. |

(3) All areas of the site should be either supervised or secured so unobserved
access is not possible. : '

b. The physical security surveys should draw attention to specific, pragmatic
issues which can affect the utility and cost of providing physical security to DoD personnel
and DoD contractors. ,

c. The following are specific issues that can arise during the course of a physical

security survey that can have tremendous impact on the dollar and operational cost of
providing security:

3. Industrial Safety alid Hygiene Considerations

a. There is a close interaction between installation physical security design and
installation industrial safety and hygiene considerations. As a general rule, activities
involving the utilization of hazardous, toxic, or explosive materials should be isolated from
all other activities; they should be separated from each other as well. Fuel depots, storage
sites for ammunition, medical waste, agricultural and industrial chemicals, and toxic and
hazardous waste processing activities should be isolated from unrelated activities and from
each other wherever possible. Utility service to hazardous, toxic, or explosive materials
handling facilities should be redundant and isolated from other utility service to the
installation or facility if at all feasible. This will ensure uninterrupted operation of systems
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essential to the maintenance of health and safety and for the annunciation of emergency
conditions. '

b. Installation design and operations should be reviewed to ensure that day-to-day
activities do not create situations in which the effects of a terrorist attack cannot be
multiplied because of the industrial safety or hygiene implications of such an attack. For
example, special antiterrorist protection may be necessary for facilities storing toxic or
hazardous materials while awaiting removal or destruction. '

4. Security Considerations For New Construction at New DoD Sites

Consolidation of DoD activities at home and abroad creates new opportunities to
- build some new facilities at entirely new DoD installations. Under such circumstances, the
following general security considerations should be bomn in mind:

a. Topography

"(6) Sufficient space for construction of an outer perimeter barrier or wall.
c. Future and Alternative Use Considerations

Although the type of assets to be installed in a new facility and the perceived
physical security threat may not require all of the security measures identified above, it is
important to remember that the Department of Defense typically erects structures which
must stand for 25 to 100 years. During the life-cycle of such structures, their use may
~ change radically. Accordingly, site selection should bear in mind the possibility that
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stringent physical security measures which are land and/or structure intense may be
required in the future. Land acquisition, soil tests, foundation plans, and major structural
member plans should be examined from the perspective of potential, physical security
equipment intense use to ensure that acquisitions and initial designs contain sufficient
expansion capacity to adjust to changing uses and/or changing physical security threats and
countermeasures.

d. Environmental Considerations

(1) New DoD facilities should be selected from sites that are located in areas
; where local vehicular traffic flow parterns do not impede access to or from the site. In
| seeking overseas sites, it is suggested that DoD activities be housed in a semi-residential,
‘ semi-commercial area where traffic is only moderate in volume and can be monitored
without highly visible surveillance systems which might be offensive to the host-country
neighbors. ‘

. (2) New DoD facilities should be located away from known natural hazards
such as active geological faults, flood plains, steep hillsides known for mud slides and/or
brushfires. Similarly, care should be taken to avoid sites suspected of severe
environmental contamination, directly beneath usual takeoff and/or approach paths to
civilian airports, adjacent to rail yards, locks, dams, large fossil fuel or nuclear power
plants, or other structures that could endanger the facility were there to be a major accident
or terrorist incident at the neighboring facility.

5. Security Considerations for Existing Structures
a. Consolidation of DoD assets has also created a situation in which several

¥&s may previously have been used by other U.S. Government agencies and

departments. Still others may have hosted commercial activities unrelated to the U.S.
Government. The following issues should be addressed as plans are made to relocate a
DoD facility, activity, or organization to an existing structure.
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2. Permanent Structures

Several permanent structures can be used as perimeters around an entire DoD
installation, around enclaves within a DoD installation, or around an isolated building used
solely to house DoD activities. Among the favored approaches are the following:

a. Walls

more of the following: - : ,
(a) Provide a legal boundary by defining the outermost limit of a

. "‘ .
(b) Assist in controlling and screening authorized entries into a protected

protected area. -

area.
(c) Support detection, assessment, and other security functions.

(d) Cause an intruder to make an overt action that will demonstrate intent
to penetrate the protected area. '

(e) Serve as a ballistic shield against small arms fire, deny visual
~ observation of activities being conducted within the enclosed area, and add an increased
deterrence to scaling. ‘

(f) Serve as a "stand-off” barrier to protect the structure from vehicle
bomb blast effects. '

(g) Channel visitors through an opening providing better access control.

(3) Walls
additions to DoD or U.S.

(4) In using exterior walls to enhance security, several considerations must be

y be worthwhile physical security system

addressed:
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c. Whlle each of the arrangements described above can be made reasonably
secure, those at the top of the list can be made more secure (better surveillance and
detection of intrusion, longer delay times, better protection of DoD personnel) at
comparable or lower.cost than those at the bottom of the list.

C. INSTALLATION PERIMETER BARRIERS

The first line of defense in any physical security system is usually some form of
perimeter protection system. The perimeter of a facility is the outermost area over which
the facility has control. In many cases, a simple sign defining an intangible boundary is
sufficient to delimit the boundary of a DoD installation. This approach is often used where
the expanse of the facility makes physical demarcation impossible or economically
infeasible. In other cases, elaborate structures, such as fences or walls, are used to mark
the outer boundary of a DoD installation. The followmg discussion is intended to introduce
readers to the range of options available.

1. General Guidelines

a. An unobstructed area or clw zone should be mamtamed on both sides of and
between permanent physical bamcxs ‘

b. Pcnmetcr protection systems can assume a wide range of forms, in addition to
fences and walls.  Waterways, forestation, ditches, berms, barricades, vehicle barriers
(active and passive), difficult approach and/or exit routes, and lighting systems, are often
used effectively in perimeter barrier systems. An IDS should be considered for the exterior
perimeter to provide the earliest possible notification and identification of an intrusion.

9-6
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@) Walls should be at l&st severa] feet away from othcr structures

"w Walls should be built in a manner such that vehicles cannot park
immediately adjacent to them, thereby affording potental intruders a platform from which
to mount an attack. '

CONSIDER THE USE OF ADDITIONAL TOPPINGS ON WALLS SUCH AS
CONCERTINA WIRE, PICKET FENCES, MULTIPLE STRAND RAZOR OR BARBED WIRE,
'OTHER DEVICES TO INHIBIT EFFORTS TO VAULT OR GO OVER THE TOP OF THE WALL.

CONSIDER INSTALLATION OF BOLLARDS OR OTHER BARRICADES
LESS THAN THREE FEET IN HEIGHT AT THE BASE OF THE WALL TO INCREASE STAND-OFF
DISTANCE BETWEEN PARKED VEHICLES AND THE WALL TO AT LEAST 10 FEET.

b. Fences

(1) Fences are frequently used to establish boundaries between a perimeter of
an installation and its surrounding area. Fences, particularly at military facilites, are
typically standard metal chain link fences. Barbed wire and field fencing are often found at
major installations and overseas, as well as wood fences.

(2) Chain link or woven metal mesh fences can be used to establish an outer
perimeter. While SUCH FENCES GENERALLY PROVIDE LITTLE DELAY TIME FOR
TRAINED, WELL-MOTIVATED INTRUDERS, they are important psychological barriers for
many individuals who might seek to penetrate a facility "just for fun." CHAIN LINK

FENCES ARE EXCELLENT PLATFORMS ON WHICH TO MOUNT SURVEILLANCE SYSTEMS
AND INTRUSION DETECTION DEVICES.

(3) Chain link or woven metal mesh fences can be stiffened and made
somewhat more resident to penetration by vehicles through use of several techniques.

(4) Chain link fences can be topped with concertina wire, razor wire, or
multiple strands of barbed wire. SUCH TOPPINGS can be useful in adding to the

(5) PICKET FE.NCES are also economxcal and aesthenc They may be
constructed of wood, iron, or steel. While they are not usually a physical deterrent, they
will keep a watchdog or other watch animals secured on the grounds while not providing a
hiding place for an intruder. They PRIMARILY SERVE TO DELINEATE THE PROPERTY LINE
to intruders and observers alike. Heavy steel picket fences installed with reinforced and
well anchored concrete piers can provide an attractive barrier against light- to moderate-
weight vehicle penetration. Such fences must have properly designed gates to be effective.
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6) chket fences are also more suitable for residences than office buildings
but in some cases picket fences may be installed along approaches to the office building to
channel traffic along selected routes. Like other fences, picket fences provide excellent
platforms on which to mount surveillance systems.

3. Temporary Barriers
a. Vegetation

- Hedges and natural vegetation are both economical and aesthetic and blend into
their surroundings. They provide a symbolic but practical delineation of the property line.
Unless hedges are thick and covered with thoms or pointed leaves, they can be easily
breached. Once breached, they can provide some degree of cover from exterior
observation. The main disadvantage of hedges is the time required to grow to sufficient
size, especially if a portion dies, and a continuing requirement for periodic maintenance.
They are more suitable for residences than office buildings; however, hedges can be used
in either situation when appropriate.

b. Portable Fencing

(1) Portable fencing can be used as a temporary perimeter to establish
psychological barriers and to channel pedestrian and vehicle movement.

(2) Several portable fencing materials are available. Among the materials
available on the commercial market are the following:

(a) Plastc netting.
(b) Rolled wooden slat and/or support wire fencing (snow fencing).

(c) Fixed panels of chain-link fencing materials supported by temporary
posts anchored with cinder blocks or other stabilizing materials.

(d) Fixed panels of board-on-board wooden plank fencing or wooden
stockade fencing supported by temporary posts anchored with cinder blocks or other
stabilizing materials.

(3) Other materials available within DoD that can be used as portable fences
include the following:

(a) Coils of concertina wire.
(b) Canvas panels supported by tent-posts.

(c) Plastc sheetmg materials supported by tent posts, athleuc equlpment
supports, etc.
' c. Temporary Walls/Rugld Barriers

(1) Several temporary devices can be employed to establish barriers © high
speed vehicle approaches to DoD installations and facilities. Among the devices available
are the following:

(a). Concrete vehicle barriers (Jersey wall segments).
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(b) Concrete or sand filled oil drums.
(c) Concrete bollards and/or planters.
(d) Steel or steel-reinforced concrete posts.

(2) These structures can be installed along approaches to DoD installations or
facilities within an installation's boundaries in a manner as to force vehicles to make tight,
slow turns before approaching gates or building entrances. These structures can also be
used as temporary barriers to deny access provided that additional barriers are placed in
front of areas to deny high speed vehicle pcncmons.

4. Expedient Perimeter Devices

a. Under certain circumstances, it may be necessary to establish a perimeter for
psychological purposes. Several commercially available materials can be used as well as
other materials often found on DoD installations to accomplish the expedient erection of a
* perimeter and/or perimeter barrier.

b. To mark a perimeter, the following materials can be used:
(1) Painted line. '
(#))] Rope (cloth rope, steel cable, chain, etc.).

, (3) Colored plastic tape (commercially available products come in multiple
colors and are without lettering or contain warnings such as "caution,” "construction area,"
"danger,” "police line - do not cross," etc.).

(4) A line of sandbags, one or two bags high.
(5) Barricades, saw horses, empty oil drums, construction barricades, etc.
(6) Jersey walls or concrete vehicle barrier segments.

 ¢. The purpose of establishing such perimeters is usually to channel movement by
pedestrians and vehicles as an aid to threat detection. Use of expedient perimeters can
establish security zones within an installation or facility, thereby facilitating threat
identification, classification, and assessment. Use of some expedient perimeter devices can
add delay to movement within an installation or facility, channeling vehicles and
pedestrians through choke points, slowing movement, and giving security personnel
additional time to survey and assess pedestnans and vehicles as they approach and proceed

: thmugh check points.

d. Under some circumstances, use of expedient penmeters can add delay to
pedestrian threats by changing the configuration of an approach to a building. Erecting
"trip wire" barriers in front of doors to be secured after hours, or installing water-filled oil
drums in a random pattern along a vehicle or pedestrian approach to a building can
disorient or impede an intruder who has been unable to make last moment obsewanons on
changes to the approaches to the targeted DoD asset.

e. Vehicles in all sizes and configurations can also be used as expedient barriers.
Parked bumper-to-bumper, vehicles provide an effective barrier to personnel engaged in
routme acuvxty Most people will not attempt to vault a line of vehicles parked such that
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. their bumpers touch, nor will they usually attempt to pass underneath such a line. Large
construction-type vehicles or armored vehicles can be very effective as supplemental
barriers behind gates to installations or facilities. Vehicles parked randomly on open,
straight expanses of road, aircraft taxiways, or runways can interfere with unauthorized use
of those facilities.

'D. VEHICLE BARRIERS

1. In recent years, all agencies and departments of the United States Government
_ have taken active measures to restrict the ability of vehicles carrying explosives to reach
buildings housing government personnel. The destruction of the American embassies in
Kuwait City and Lebanon in 1982 and 1983, as well as the bombing of the Marine
Barracks at Beirut International Airport in October, 1983, effectively sensitized DoD to the
need for vehicle barriers to hold potential threats away from critical structures or outside
critical installations.
a. Vehicle Barrier Types
Several types of vehicle barriers are available. These include the following:
(1) Active Barrier Systems '

A barrier is considered active if it requires action by personnel or
equipment to permit entry. Systems that move solid masses, impalers, beams, gates, tre
shredders, and fences, and those that create pits or ramps, are active barriers. Vehicles
(trucks, bulldozers, etc.) are active barriers if used in that mode in the access control
system.

(2) Passive Barrier Systems

A barrier is passive if its effectiveness relies on its bulk or mass and it has
no moving parts. Such systems typically rely on weight to prevent entry into a restricted
area. Sandbags, highway medians (Jersey Bounce), angled posts, tires, and guardrails are

‘examples of passive barrier systems. ‘ '

(3) Fixed Barrier System

A barrier system is fixed if it is permanently installed or if heavy
equipment is required to move or dismantle the barrier. Hydraulically operated rotation or
retracting systems, pits, and concrete or steel barriers are examples. Fixed barrier systems
can be either active or passive. :

(4) Movable Barrier System

A movable barrier system can be transferred from place to place. It may
require heavy equipment or personnel to assist in the transfer. Highway medians,
sandbags (large numbers), 55-gallon drums (filled), or vehicles are typical examples.

(5) Portable Barrier Systems

A portable barrier system is used as a temporary barrier. A movable
system can be used, but may take more time, money and effort than desired. Examples of
portable barriers are ropes, chains, cables, vehicles, or tirg-punctme systems.
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(6) Expedient Barrier Syste SRR

An expedient barrier system is comprised of one or more articles or
vehicles normally used for other purposes that have been pressed into use on a temporary
or interim basis. Use of heavy earth-moving or engineering equipment, armored personnel
carriers, or tanks as perimeter gates or perimeter gate barriers are examples of expedient
barrier systems.

b. Vehicle Barrier Design Considerations
(1) Location

Vehicle barriers can be located in different areas: facility entrances,
enclave entry points (gates), or selected interior locations (i.e., entrances to restricted
areas). Exact locations vary among installations; however, in each case locate the barrier
as far from the critical resource as practical. When possible, position gates and perimeter
boundary fences outside the blast vulnerability envelope or reposition the resource within
the installation to a more secure area. It is more cost effective to secure a specific critical
- resource than an entire facility. However, consolidating critical resources into one central
area may heighten security, but is also reduces the number of target areas for the aggressor
to attack.

(2) Aesthetics

The overall appearance of a vehicle barrier plays an important role in its
selection and acceptance. Many barriers are now made with aesthetics in mind so that a
"fortress effect” can be avoided.

(3) Safety

A vehicle barrier system should be respected as a tool capable of wielding
deadly force. Even when properly installed to perform its intended purpose, it can kill or
seriously injure individuals as a result of accidental or inadvertent activation caused by
either operator error or equipment malfunction. Provide proper warning signs, lights,
bells, and adequate colors to identify the barrier to ensure personnel safety. Questions such
as the following should be addressed to manufacturers and current users to identfy
potential safety considerations affecting the selection of a barrier system. What happens
when power is lost? Is there an emergency stop switch? Is lighting adequate? What safety
options are available from the manufacturer? Once installed, vehicle barriers should be well
marked and pedestrian traffic channeled away from unsafe areas.

(4) Reliability

ROTeT - WItHC othcrs have dcveloped problcms not anuapatcd by
elthcr the manufacturer Or user. Many manufacturers indicate a remarkable willingness to
resolve problems and work effectively with users. Backup generators or manual operating
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Aprovisions are available. Spare parts and supplies also should be maintained on hand to
facilitate rapid return of the barriers to full operation. ‘ :

(5) Maintainability

Many manufacturers provide aesthetics, diagrams, maintenance
schedules, and procedures for their systems. They should also have spare parts available
to keep barriers in nearly continuous operation. Manufacturers should be asked. for

‘maintainability requirements in the form of training, operation, and maintenance manuals.
If these requirements are not available, the agency that purchases the vehicle barrier must
develop maintenance instructions for the user. In addition, for periods of vehicle barrier

maintenance, the user should consider providing alternate traffic routes.
(6) Cost '

Traffic in restricted or sensitive areas should be minimized and the number
of entryways limited. Reducing traffic flow and the number of entryways may provide
increased security and lowered costs for the vehicle barrier system. Installation costs,
which may be excessive, and the cost of operating the system should be addressed during
* the barrier selection process. Complexity and lack of standardized components can incur
higher costs for maintenance and create long, costly downtime periods. Reliability,
availability, and maintainability (RAM) data on the system also affect costs.

(7) Active Barrier Operations

A barrier is active if it requires acton by personnel or equipment to
operate. ‘It should allow for continuous operation with minimal maintenance and
downtime, so that it may be employed during normal and emergency conditions.
Emergency procedures must be available to operate the barrier in case of system breakdown
or power failure. Selecting a normally open or closed option should be evaluated in light of
experienced or expected traffic. Evaluate system failure modes to ensure that the barrier
fails in either the open or closed position, as dictated by security and operation
considerations.

(8) Clear Zones

Barriers installed in clear zones must be designed so that they will not
provide terrorists with a protective hiding place or shield.
(9) Operating Environment

The environment of the facility must be considered when selecting an
appropriate vehicle barrier or barrier options. Hinges, hydraulics, or surfaces with critical
tolerances may require heaters to resist freezing temperatures and ice buildup, or they may
require protection from dirt and debris. If options that protect against environmental
conditions are not available, the system may become inoperative.

(10) Installation Requirements

The vehicle barrier selected must be compatible with the location in which
it is installed, the available power source and its reliability, and other security equipment.

9-13
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PRO‘I'ECI'ION OF PRIMARY AND ALTERNATE POWER SOURCES AND HYDRAULICS MUST
BE CONSIDERED.

(11) Operator Training

Most users recommend operator training regardless of the simplicity of the

system. Opcrator training prevents serious injury and legal liability as well as preventing
equipment' damage caused by improper system operation. Manufacturers do not always
provide information on possible operator problems. The user may. have to develop
individual checklists for normal and emergency operating procedures to avoid experiencing
serious problems. ,

(12) Manufacturers Options

Manufacturers offer additional features wnh their systems in the form of
options or optional equipment. Some options enhance system performance while other
. facilitate maintenance or safety. Options increase system cost and may increase
maintenance requirements. Because options vary among manufacturers, consulting with
each company is advised to determine which options are offered and their cost .

2. In addition to the foregoing considerations, the following should also be
considered when assessing vehicle barrier requirements and options:

] RIMETER BARRIER PENETRATIONS AND ACCESS CONTROL
1. Vehicle Entrance and/or Exit Barrier Penetrations

As a general rule, vehicle barriers described above should be placed outside the
installation perimeter or outside an installation interior perimeter. The following discussion
addresses vehicle access to an msta.llanon or facxhty once past the vehicle barrier(s)

. described above: :
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a. Installation Vehiclé Access Control Measures_
(1) RESTRICT VEHICLE ENTRY POINTS TO A MINIMUM.

Vehicular entry-exit points should be kept to a minimum. Ideally, to
maximize traffic flow and security, only two regularly used vehicular entry-exit points are
necessary. Both should be similarly constructed and monitored. The use of one should be
limited to employees' cars. The second should be used by visitors and delivery vehicles.
Depending on the size and nature of the facility, a gate for emergency vehicular and
pedestrian exit should be installed outside the perimeter to increase the setback of the
buildings. In either case, design and placement of bollards or other anti-vehicular devices

RAMMING ATTACKS.

(a): All entry-exit points should be secured with a heavy duty sliding
steel, iron, or heavily braced chain link gate equipped with a heavy locking device.
Approaches to all vehicle exit points should be aligned such that high speed approach from
outside the perimeter is not possible. The goal of such realignment is to ensure to the
maximum degree possible that intruders could not simply enter the facility by going the
wrong way against the flow of exiting vehicle traffic. Passive vehicle barriers described
above can be incorporated into the road and pedestrian access designs to accomplish this
goal. :

(b) All entry-exit points should be constructed with protection against a
ramming vehicle attack. Passive vehicle barriers described above can be incorporated in
ingress-egress designs to make ramming artacks difficult. Vehicle perimeter penetration
gates can also be designed to be highly resistant to ramming attack. Additional vehicle
barriers can be installed behind the gates to provide defense-in-depth against such attack.

(3) LOCK ALL GATES NOT IN USE AND UNDER DIRECT SUPERVISION;

VERIFY THAT LOCKS IN PLACE BELONG TO AND CAN BE OPERATED ONLY BY SECURITY
PERSONNEL. |

Emergency gates should be securely locked and periodically checked.
Security personnel should physically lock and relock all gates or other penetrations secured
with locks to verify that the lock in use belongs to the security department and not some
other activity on the installation or would-be intruders. Any lock found inoperable by the
security personnel should be removed immediately and a security department lock
substituted in its place. Control over keys is essential.

(4) INCLUDE STORAGE LANES, PROTECTED GUARD POSITIONS, AND
HARDPOINTS FOR SECURITY GUARD BOOTHS TO PERMIT MULTIPLE VEHICLE

INSPECTIONS FOR EXPLOSIVES, WEAPONS, OR CONTRABAND OUTSIDE THE -

INSTALLATION PERIMETER WHEN PREPARING PLANS FOR REVISED VEHICLE ACCESS.

(a) Some of the measures implemented at DoD facilities in response to

terrorist threat may result in significant traffic congestion at vehicle entry gates. Such
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congestion can be reduced if storage lanes can be mcluded in installation access alignments.
During periods of rigorous vehicle inspection, security personnel can inspect vehicles and
their occupants in groups. Vehicles waiting their turn for inspection can be held in storage
lanes adjacent to the installation. This approach to vehicle inspection and installation access
will ease traffic congestion for those not seeking access to the DoD installation. It will also

place vehicles and their operators waiting inspection in an area where they can be momtored
for indications of potentially threatening behavior.

(b) Be sure that vehicle barriers, storage lanes, security booth tie down
points, and protected positions for backup security forces are considered as an integrated
security package. Doing so will ensure that vehicle barriers do not obstruct fields of vision
and/or fields of fire for the backup security forces responsible for protecting guards
conducting vehicle inspections.

b. Vehicle Access Control Systems

(1) Primary entrances to a facility should have a booth for security personnel
during peak traffic periods and automated systems for remote operations during other

(2) THE FOLLOWING CAPABILITIES ARE RECOMMENDED FOR VEHICLE
ACCESS CONTROL SYSTEMS:

(a) Electrically-operated gates to be activated by security perﬁonnel at
either the booth or security control center or by a badge reader located in a convenient
location for a driver;

(b) CCTYV with the capability of displaying full-facial features of a driver
and vehicle characteristics on the monitor at security control center;

(©) An intercom system located in a convenient location for a drivei' to
communicate with the gatehouse and security control center;

(d) Bollards or other elements to protect the security booth and gates
- against car crash; | ‘ ' :
' (e) Sensors to activate the gate, detect vehicles approaching and

depamngthegate,acuvatcaCCI'Vmomtord.tsplaymgthegatc,soundanaumoalenmthe
security control center;

(f) Lightng to illuminate the gate area and approaches to a higher level
than surrmmdmg areas;

(g) Signs to instruct visitors and employees;
(h) Road surfaces to enable queuing, turnaround, and parking;

(i) Vehicle bypass control (i.e., gate extensions), low and dense
shrubbery, fences, and walls.

(3) Vehicle perimeter access control barriers and gates should be controlled by
key card or remote operation by the central security office when the gatehouse is not
manned An intercom and CCTV camera with low-light and area scan capability should be
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provided to facilitate communication between the central security office and personnel in
vehicles seeking entry when the access point is closed. The access point should be
sufficiently illuminated such that all vehicle occupants can be seen via CCTV systems.

c. Perimeter Security Office Booth

(1) At the vehicular entry-exit, a security officer booth should be constructed
to control access. At facilities not having perimeter walls, the security officer booth should
be installed immediately inside the facility foyer.

(2) If justified by the threat the security officer booth should be completely
protected with reinforced concrete, walls, ballistic doors, and windows. The booth should
be equipped with a security officer duress alarm and intercom system, both annunciating at
the facility receptionist and security officer's office. This security officer would also be
responsible for compleéte operation of the vehicle gate. If necessary, package inspection
and visitor screening may be conducted just outside of the perimeter security officer booth
by an unarmed security officer equipped with walk-through and hand-held metal detectors.
Provisions for environmental and personal comfort should be considered when designing
the booth. :

2. Parking _

a. Asa general rule, parking should be restricted to the areas that' provide the least
security risks to DoD personnel.

b. If possible, establish a visitor parking facility outside the installation perirneter.
If space does not permit this, ry to restrict visitor parking to an area as close to the main
installation gate as possible. Conduct pedestrian screening between the visitor parking area
and other sections of the installation if possible. ,

c. All parking within the perimeter walls should be restricted to employees, with
spaces limited to an area as far from the building as possible. Parking for patrons and
visitors, except for predesignated VIP visitors, should be restricted to outside of the
perimeter wall. If possible, parking on streets directly adjacent to buildings, especially
those housing hi be forbidden.

d. When establishing parking areas, security of visitors as well as DoD personnel
should be considered.

(1) AVOID EXTREMELY REMOTE PARKING FOR VISITORS.

(2) INSTALL AN EMERGENCY COMMUNICATION SYSTEM (INTERCOM,
TELEPHONES, ETC.) INSTALLED AT READILY IDENTIFIED, WELL LIGHTED, CCTV
MONITORED LOCATIONS TO PERMIT DIRECT CONTACT WITH THE SECURITY
DEPARTMENT. S
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(3) PROVIDE PARKING LOTS WITH CCTV CAMERAS CAPABLE OF
'DISPLAYING AND VIDEOTAPING LOT ACTIVITY ON A MONITOR IN THE SECURITY
CONTROL CENTER. ’

Lighting must be of adequate level and direction to support cameras while,
at the same time, giving consxderanon to energy efficiency and local environmental
concerns.

(4) CHANNEL PEDESTRIANS TOWARDS A PEDESTRIAN ACCESS CONTROL
CHIECKPOINT AND/OR INSTALLATION, FACILITY AND/OR BUILDING ACCESS CONTROL
POINT. , L

(a) Fences, Jersey wall segments, low, thorny hedges, and other barriers
may be used to guide pedestrians and maintain control over their movements.

(b) Although in-building or underground parking is to be strongly
discouraged, there are circumstances in which there is no alternative. The following
recommendations are made to enhance the security of building occupants.

(5) PROVIDE A COMPLETE VEHICLE CONTROL SYSTEM FOR THOSE
BUILDINGS IN WHICH THE PARKING GARAGE IS INTEGRAL TO THE BUILDING ITSELF.

' Provide nondescript vehicle ID that must be displayed before entering the
garage; CCTV surveillance should be provided for employee safety and building security.

(6) ACCESS FROM THE GARAGE OR PARKING STRUCTURE INTO THE
BUILDING SHOULD BE LIMITED, SECURE, WELL LIGHTED, AND HAVE NO PLACES OF
CONCEALMENT.

Elevators, stairs, and connecting bridges serving the garage or parking
structure should discharge into a staffed or fully monitored area. Convex mirrors should
be mounted outside the garage elevators to reflect the area adjacent to the door openings.

3. Pedestrian Access Controls

- a. Access control is primarily directed at decreasing exposure to criminal activity.
Criminal opportunity can be reduced through design of a facility that restricts persons from
areas where they do not belong. Access to an installation, a group of buildings, or a single
building can be designed so that surveillance, control, and segregation of traffic by function
are facilitated. Depending on the functions to be accomplished by the occupants, access
points can be designed either to be closed during non-duty hours, or to be subject to
surveillance and control for all-hours entry.
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Figure 9-1. Generic Pedestrian Access Control Point

4. Utility Penetrations and Security

a. The installation physical security survey should identify all utility service to the
DoD installation, as well as all utility lines, storm sewers, gas transmission lines, electricity
ransmission lines, and other utilities that may cross the installation perimeter. Detailed
knowledge of such service is important for public health and safety considerations as well
as installation security concerns.

b. All penetrations of the installation's perimeter should be clearly marked. All

. penetrations in fences, walls, or other perimeter squctures should be screened, sealed, or

secured to prevent their use as access points for unlawful entry into the installaton. If

access is required for maintenance of utilites, secure all penetrations with screening,

grating, lattice work, or other similar devices such that no opening is greater than ten inches

in diameter. Anach intrusion detection sensors and consider overt or covert visual
surveillance systems if warranted by the sensitivity of DoD assets requiring protection.

c. Under some circumstances, it may be necessary to insert a large sleeve
composed of multiple sections of pipe each no more than 10 inches in diameter into large
storm sewer culverts or tunnels. This approach is illustrated in Figure 9-2.
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Figure 9-2. Installation of a Sewer Pipe Plug

d. This approach should be employed to block all other penetrations through the
perimeter barrier that are large enough for a person to crawl through (i.e., more than
10 inches in diameter), but cannot be sealed closed for any reason. All such penetrations
should be equipped with intrusion detection sensors or placed under surveillance.

F. EXTERIOR SURVEILLANCE AND/OR INTRUSION DETECTION
- SYSTEMS

1. As noted in Chapter 8, the physical security system'’s initial task is to detect the
presence of threats to DoD personnel and materiel protected within the facility. A wide
range of surveillance options should be considered, based upon the followmg

a. Identfied threats to the facility;

b. The types, function, operating characteristics, and missions of DoD assets to
be protected; . .4

e Legal and diplomatic limitations on surveillance activities; and

~d. Overall resource constraints.

2. Technology offers physical security system p’lannexf a wide range of sensors and
phenomenology from which external surveillance systems can be assembled. Figure 9-3
mdxcatcs that surveillance systems readily avaﬂable to local military installation
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commanders capable of providing detailed visual images are somewhat less abundant than
systems that detect the presence of a target but may not be able to report back the full
particulars on the detected target. As the target of surveillance moves closer to the facility,
it becomes possible to use guards with binoculars, CCTV or other electrooptical systems,
~rimacino infrared svstems to detect the presence of terrarist threats.

Figure 9-3. External Installation Surveillance Technologles

3. Electromagnetic energy sensor systems use radar to detect aircraft, sonar to detect
water vehicles and swimmers, and laser radar to detect humans or vehicles. These systems
can report surveillance targets in digital or analog formats. Such reports usually require
additional interpretation by operators. Visual surveillance systems report data in image or
photographic form, requiring less interpretation by surveillance system operators before
surveillance information is assessed as threatening or benign. Visual surveillance systems
are usually more limited in detection range than electromagnetic sensors. Many visual
surveillance systems are passive devices. Their use does not require the emission of
energy which could alert an intruder to the presence of surveillance systems. Visual
surveillance systems have performance limitations due in part to ambient weather
conditions that may require use of additional passive sensors. Such systems report
information in a form that may necessitate more complex analysis before the detection of an
intrusion can be classified as a threat

4. SURVEILLANCE SYSTEM MONITORS NEED TO BE PROVIDED INFORMATION OR

DECISION RULES THAT THEY CAN USE TO INTERPRET DATA PROVIDED BY ALL
SURVEILLANCE SYSTEMS IN USE. ' -

5. Figure 9-4 indicates some of the surveillance problems that installation guards and
security officials routinely confront. External surveillance may detect the presence of
general activity hostile to DoD assets; it may also detect the presence of activity or targets
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at, near or beyond the ter barrier which behave in a
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Figure 9-4. External Installation Combatting Terrorism Survelllance Functions

) _ ——

7. On the other hand, it is clear that if external surveillance detects the presence of the
threat at the perimeter barrier and is able to maintain contact with the threat, then
-classification of the threat and preparing an immediate response if the perimeter is
penetrated is both easier and quicker.

8. Surveillance systems that combine detection systems registering the presence of a

threat as well as detection systems that permit direct visual monitoring of the threat provide

~ considerable information to installation threat assessment personnel. Multiple sensors
arrayed in a grid patter from the perimeter barrier stretching in toward the center of the
facility can provide the security force with much information necessary to classify and
characterize the threat without forcing the guard force to leave secure positions.
Surveillance systems often have a lower life<cycle cost. They can be hardened against the
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elements to a substantial degree. It is not surprising to see more DoD components placing
greater emphasis in IDS and other technical surveillance systems to meet their physical
security system protection requirements. The advantages of technical surveillance are lost,
however, unless IDS and other systems remain in top notch repair.

G. INSPECTION AND MAINTENANCE OF BARRIERS AND
SECURITY SYSTEM COMPONENTS

1. Security force personnel should check security barriers at least weekly for defects
that would facilitate unauthorized eéntry and report such defects to supervisory personnel.
Inspections should look for the following maintenance problems which can have adverse
implications for security:

a. Damaged areas (cuts in fabric, broken posts).
Deterioration (corrosion).
Frosion of soil beneath the barrier.
. Loose fittings (barbed wire, outriggers, fabric fasteners).
Growth in the clear zones that would afford cover for possible intruders.

Obstructions which would afford concealment or aid entry and/or exit for an
intruder. '

™o a0 o

g. Evidence of illegal or improper intrusion or attempted intrusion.

2. Locks should be opened and closed to verify that they are in working order and
that the locks can be opened and closed by the guard or security force. Locks that cannot
be opened by the guard or security force should be removed immediately and replaced with
aDoD lock. An investigation should be undertaken to determine if apparent substitution of
the security department lock was an error, an atempt to maintain security following loss or
compromise of a lock, or an attempt to create a "trap door" through which terrorists could |
ingress or egress from a DoD facility. '

H. RESPONSE FORCES

1. Another element of the physical security system that is easy to overlook is the
response force. As is discussed in greater detail in Chapter 15, the response force consists
of three clements:

a. Initial response force.
b. Locally available augmentation force (with or without reserves).
c. Regional and/or national special capability response forces.

2. It is imperative that response forces be assigned to tasks and otherwise housed in
facilities that are in close proximity to but not necessarily within or immediately contiguous
to targets of terrorist attack. While some elements of the response force can be assigned
responsibilities for day-to-day protection of DoD assets, most members of the initial
response force should be dispersed within a facility so that a terrorist attack cannct
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eliminate the response force necessary to contain, regam comrol and termmate an incident
with the rescue and release of DoD personnel.

3. Consider taking the following specific measures:

a. PROVIDE SECURITY PERSONNEL AND OTHER RESPONSE FORCE MEMBERS
WITH SECURE WORKPLACES.

Structures in which security personnel work should be hardened to increase the
likelihood that personnel can survive if attacked, and at a minimum survive long enough to
proviZ :tailed information describing the namre of the attack on their posts.

b. PROVIDE SECURITY PERSONNEL AND OTHER RESPONSE FORCE MEMBERS
WITH SECURE COMMUNICATIONS.

The ability for security personnel to communicate with the central security
office and other security units in the field without interception and/or interference is critical
to the detection, classification and assessment, and response to penetrations of facilities and
further criminal acts.

_ C. PROVIDE SECURITY PERSONNEL WITH PROTECTED QUARTERS AND/OR REST
AREAS. :

It makes little sense for security personnel to work in a secure environment and
then return to quarters that leave them vulnerable to attack and unable to respond if called.
While providing secure quarters to a level of protection comparable to those provided to
high risk personnel may not be feasible, a relatively secure area or facility should be
established so that response forces can remain reasonably protected during off-duty hours
during periods of extreme threat.

I. AIRFIELD COMBATTING TERRORISM SECURITY
CONSIDERATIONS

1. Airfields represent special security challenges because of the unique character of
the facilities and the DoD assets they support. All of the foregoing discussion applies to
airfields. Airfield security planners may also wish to consider the establishment of multiple
internal security perimeters, hardening of selected buildings against terrorist attack,
hardening of petroleum storage, aircrew facilities, maintenance facilities, and other facilities
collocated on the installation. Security planners are, of course, fully aware of DoD
Regulations and Instructions, Service regulations and instructions, and CINC requirements
for enhanced physncal security protection for many types of munitions stored at DoD
airfields.
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Figure 9-5. Waterside Terrorist Survelllance and Engagement Zones

8. Tt should be emphasized that DoD facilities bordering bodies of water should
include waterside protective measures as part of the facility physical security plan, even if
there are no active waterside commercial, military, or recreational facilities at the facility or
~ installation. : ' v

K. EVACUATION FACILITIES

1. The purpose of a physical security system is to prevent the loss, destruction or
compromise of DoD assets. Under some circumstances, this purpose can be best achieved
by withdrawing the asset from locales where terrorist threats cannot be mitigated, or can
only be mitigated at unacceptable costs. Under such circumstances, removal of assets may
be warranted.

2. Security personnel should survey the area adjacent to DoD installations or facilities
to identify potential sites for helicopter landing zones. If no appropriate site is available
near DoD installations for facilities, appropriate alternatives should be identified.

3. In preparing plans for evacuation of DoD assets requiring maximum protection, the
security personnel should consider construction of one or more safehavens in the vicinity
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personnel and local law enforcement officers. The purpose of such observation posts is
merely to detect the presence of potential dangers to flight dperations and report such
threats to appropriate local authorities so that they can respond.

'J. WATERSIDE SECURITY
1. Securing DoD facilities located astride waterways is also an especially challenging

v P The secunty pcnmeter must be.
enUt: terrorists are assessed as having the capability to launch attacks
using stand-off weapons from boats or other craft.

5. External surveillance must monitor traffic on the surface of the water adjacent to
the facility, extending from the barrier to range exceeding the range of identified terrorist

D |- <o > port areas, the security zone will be
prSaained, t-areas the security zone may be extended further, especially if the
terrorist threat mcludes longer-range standoff weapons such as man-portable antitank
missiles. Within the security zone exists a reaction zone. It is within this zone that
aggressive actions may be undertaken to isolate, delay, and resolve potental threats to DoD
assets from waterside terrorist action.

may also be declared around navigation aids mounted on structures in shallow water, as is
the case for airfield navigation aids in bays or rivers.
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of the emergency evacuation site. Such structures should be well camouflaged and
knowledge of their existence kept on a strict "need-to-know" basis.

4. Erecting or constructing special safehavens near emergency evacuation sites should
be considered when circumstances are such that helicopter evacuation might require several
hours to execute after requested. Plans should be prepared that would permit dispersal of
DoD personnel to several safehavens including those adjacent to emergency evacuation
sites before local travel became too dangerous. Relocation of DoD personnel to remote
safehavens to await evacuation may be an effective alternative in some circumstances,
especially those in which the number of DoD personnel and dependents is small.

L. DoD INSTALLATION SECURITY SUMMARY

1. In this chapter, the components of a physical security system outlined in Chapter 8
have been assembled to form the outer layer of security at the level of a2 DoD installation.
General physical security considerations and functional physical security objectives have
been discussed. Incorporation of good industrial safety and hygiene practices has been
emphasized. Security planners and facilities planners must coordinate their efforts to
ensure that all activities involving the handling of hazardous materials, POL, ammunition
and explosives, and toxic waste are well separated from other installation activities and each
other.

2. The chapter has also examined the use of perimeter barriers and methods to ensure
their continued integrity. Application of surveillance systems to provide early waming of
attempted intrusion detection has been discussed. This chapter has also emphasized the
importance of continuous physical security system maintenance and training activities. The
importance of the guard and security forces to the effective operation of the entire physical
security system has been addressed. The chapter also addressed three areas of special
security considerations: airfields, ports, and evacuation sites.

3. Asin foregoing discussions, the design and implementation of a physical security
system for an installation must look outward at the threat and inward at the types of assets,
the risks of attacks against those assets, the importance of those assets to successful DoD
mission accomplishment, and the criticality of those assets to the Department of Defense.
Protection systems combining components of physical security systems outlined here
should be constructed in relationship to requirements. The existence of physical security
system components does not mandate their use in each and every case; the wide range of
physical security components allows security planners to mix and match them to achieve an
optimum level of security within the available financial, materiel, and human resources.
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CHAPTER 10
PHYSICAL SECURITY FOR A FACILITY

A. INTRODUCTION

1. In Chapter 8, components of a physical security system for each DoD installation
or facility were discussed. In Chapter 9, these components were integrated into an
installation-level physical security system. The installation-level physical security system
provides a basic level of physical protection for all DoD-affiliated personnel, individual
facilities or activities, and materiel on the installation.

- 2. In this chapter, the application of the physical sccxiﬁty system concept will be
extended to individual DoD facilities. For purposes of this discussion, a DoD facility can
be one or more of the following: ‘ :

a. An entre building.
b. One or more floors of a building.
c. One or more contiguous suites within a building.

d. A residence belonging to a DoD High-Risk Person or provided to a person
occupying a DoD High-Risk Billet _
3. The balance of this chapter considers physical security system application to DoD
facilities other than residences. Chapter 11 will consider residential security as a special
case of facility protection.

4. The basic concepts of the physical security system remain valid. The security
functions of threat detection, threat classification and identification, threat annunciation,
threat delay, and threat response must be perfarmed. The principal differences between the
performance of these security functions between an installation and a facility is the distance
and speed with which they are performed. An installation perimeter is usually well
removed from assets to be protected. A facility perimeter may be only a matter of inches
away from the assets to be protected. Under these circumstances, the security system
functions must be performed precisely, accurately, and very quickly.

IR Creful management of scarce resources is necessary. Physics
security can be a force multiplier. If forces are not protected when not actually in use, they,
and the nominal reserve, replacement, or reconstituted forces that are supposed to be
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available may never materialize. As a result, the Department of Defense might be unable to
perform. Force protection takes on new importance from this perspective, but not at the
expense of protecting assets of greater importance faced by larger, more menacing threats.

B. BUILDING PERIMETER BARRIER SELECTION AND HARDENING
1. Building Perimeters

" a. Perimeters surrounding buildings located off Govemment property vary from
those with industrial-type perimeter fences to those composed of little more than
aesthetically attractive landscaping.

b. Exterior IDS sensars are not recommended for the Perimeter Protection System
of most office buildings unless either personnel and vehicle access is to be controlled at the
perimeter entrance gate, ar the building is required to be secured during non-duty hours to
- protect sensitive assets. Where access control is to be administered at the entrance gate,
exterior sensors should be activated around the remainder of the perimeter durmg working
hours..

provided to allow security personnel to evaluate alarms around the
perimeter of the residence. Even residences without Perimeter Barrier System IDS sensors

should be provided with CCTV that will provide coverage of all of the residence’s doors,
- windows, and other openings that could allow penetration of the Building Protection
System. These cameras should be slaved to the sensor system to immediately position
themselves to view the area protected by the violated sensor and force this view to the
security guard's monitor for rapid evaluation. With today's solid-state CCTV technology,
cmmrasarcconmderably smallermanmeoldcrmbe-typecamerasandmusmnbcmoumed '
- in a myriad of covert locations.

2. Exterior Doors

- a. LIMIT NUMBER OF DOORS TO BARE MINIMUM NECESSARY FOR EMERGENCY
EVACUATION; PERMIT NORMAL ENTRY AND EXIT THROUGH ONLY ONE DOOR.

Because of their functional requirements, construction, and methods of
arachment, doors are less attack-resistant than adjacent walls and frequently provide a "soft
spot” in an otherwise attack-resistant structure. For this reason, the number of doorstoa
facility or residence should be reduced to an absolute minimum and, in cases where more
than one door exists, only one should be provided with outside mounted locks and entry
hardware. All others should, where practicable, present blank, flush surfaces to the
outside to reduce their vulnerability to attack.

b. STRENGTHEN AND HARDEN DOOR JAMB.

The strength of the door jamb must be considered when planning the secure
door system. Hardening of the upright surfaces into which the door is fitted will rcsxst

Jambat:ack.
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c. USE HIGH SECURITY LOCKING SYSTEMS ON ALL DOORS.

(1) The weakest part of a door system is the lawching component of the lock or

" locking device. Typical delay times for defeat of locking devices range from 9 seconds to

" 3 minutes. Because of this, priority must be given to protection of the locking system
when selecting components for a door system.

(2) Locking systems can be divided into two basic groups: surface-mounted
or mortise systems. Externally mounted locks and hasps are used for securing utilities
openings, etc. These should be replaced with internally locking devices. Internal lockin
systems are always preferred for applications where high security is desired. :

TO REDUCE THEIR VULNERABILITY TO ATTACK; HARDEN

d. LOCATE HING
HINGES IF EXPOSED.

Hinges should be on the inside of the door where possible. If exposed, hinges
become vulnerable to attack by removal of the hinge pin or by cutting or sawing the hinge.
barrel from the hinge. A number of measures involving positive interlocking hardware for
coupling the hinge sides to the door and the door frame are available to increase their
penetration resistance.

3. Windows

a. Windows of various sizes and configurations are required in the walls of most
structures for the passage of light, ventilation, and observation. Windows are always a
significant weak point in the Building Protection System because of their low penetration
resistance. Standard construction window assemblies provide penetration resistance of less
than 10 seconds.

b. Several steps can be taken to harden windows in offices and residences.
Among these are the following:

(1) STRENGTHEN WINDOW FRAMES AND SASHES.

- For maximum penetration resistance, window frames should be
constructed of steel and securely fastened or cement grouted to the surrounding structure to
prevent easy removal, separation, or penetration at the point where the window and

WS ar ihiruder, but prevents the glazing from being biown from the sash in the
event of a bomb blast.
(2) INSTALL HEAVY DUTY WINDOW LOCKS ON ANY WINDOWS WHICH CAN
BE OPENED. '

(a) Wherever possible, windows should be stationary (non-opening).
Common latching devices found on both residential and commercial window systems are
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susceptible to manipulation from the outside. Several techniques can be used to enhance
the security of movable windows.

@ French doors and any double doors opcmng out should be eqmpped
with protective hinges and a mortise-type lock that is key operated from both sides. The
inactive half of the double door should be equipped with flush throw bolts —

(3) CONSIDER SUBSTITUTING BURGLARY-AND BALLISTIC-RESISTANT
GLAZING, ACRYLIC GLAZING, OR POLYCARBONATE GLAZING FOR CONVENTIONAL
GLASS OR SAFETY GLASS GLAZING MATERIALS.

(a) Burglary- and ballistic-resistant glass is similar to laminated safety
glass but has a thicker inner layed 1

) glazing is lightweight, heat treated or "tempered” plastic. It is
17 times more impact resistant than a comparable thickness piece of conventional glass.

maximum n:sxstance to pcnetranon and attack are desired. ’I'hese compound glazing
materials withstand ermronmcntal effects of ultraviolet light, cleaners, and normal wear

(c) The selecting use of

polycarbonate materials for window glazings:
10-4
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can substannally increase penetration time fo . - -
spalling and flying glass injuries resulnngﬁom.cxplo&ve amcks. o

(5) INSTALL HIGH SECURITY GRILLS SCREENS, OR MESHWORK OVER
WINDOWS AND SKYLIGHTS.

(@) All skylights should be screened to prcvent access to buildings via
these routes. Other windows that might be used to gain access to a structure including all
windows on the ground floor and other windows accessible from nearby buildings, walls,
parked vehicles, trees, or utility poles should be screened or grated in some manner.
Windows of a size sufficient to permit entry or removal of arms should be either screened
or barred.

(d) Careshouldbegvcntothemannumwhxch grillwork, screeas, or-
barsareafﬁxedtoasu-ucnne Arnackers often attack the screeas, bars, or grillwork by
prying the treatments away from the window rather than by trying to saw, cut, or burn their
way through them. All bolts used to connect grillwork, screens or bars to the structure or
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moﬂ:erpmsothewmdowuummshouldbcweldedsothattheyunnotbemampulated
by an intruder to gain access.

(¢) When grillwork is installed in bulldmgs or residences where
windows are designed as emergency escapes, be sure to hinge the grillwork and equip it
with a proper release. Ensure the emergency release does not become a weakpoint in the
window security system.

~ 4, Utility Access

a. A careful inspection of the structure exterior must be made to locate any utility
openings. In conventional building designs, utility openings, manholes, tunnels, air
conditioning ducts, filters, or equipment access panels can provide a vulnerable entrance
route with no significant delay. If such openings cannot be eliminated, their delay times
must be increased.

a1 T et e

£ Such penctration resistance can be ach

(1) INSTALL SECURITY SCREENS OR GRATES OVER UTILITY ACCESS
OPENINGS.

The techniques described above to secure a window or skylight using
bars, grates, or mesh can be used to restrict access to 2 structure via utility penetrations.

(2) ATTACH IDS SENSORS TO UTILITY OPENINGS.

All utility openings greater than 10 inches in diameter should be equipped
with lDS sensors incorporated into the facility's IDS system.
S. Duress Alarms

a. Duress alarms are devices that can be activated manually in the event of an
unauthorized penetration attempt. An audible alarm can be sounded locally in an attempt to
frighten off the intruder. Alternatively, a silent alarm can also be sent to the organization's
security center, or other location where the alarm would summon immediate assistance.

'b. Duress alarms can be placed in inconspicuous locations, and can even be
disguised as common office objects or home decorator items. Duress alarms can also be
incorporated into home or ¢ffice furnishings.

6. Communication Systems

Telephones are needed at all times and secure means of communication are
essential between a secured area and its dedicated response force. Telephones in many
parts of the world are unavailable, unreliable, and, as in many CONUS locations, exposed
and vulnerable to terrorist attack. The security planner often has little knowledge and no
control over where or how the telephone lines are routed or if they are even minimally
secured. Telephone systems required for security and safety of executive personnel must
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be over secure dedicated lines. Where this is not possible, a secure radio communication
link must be established. Portable, hand-held radios can assure backup communication
when other communication links are severed.
C. INTERIOR BARRIERS

Barriers may be used within the interior of facilities to accomplish the same functions
as are performed by barriers to access o installations. They establish boundaries or lines
of demarcation of different activities (and differing levels of security) within a facility.
neydctcrandinﬁnﬁdamindividualsﬁomammpﬁnglmamhaizedemy. As in the case of
installation-level barriers, they are platforms on which intrusion detection seasors or
surveillance systems can be mounted. Barriers may be used within a facility to channel
installations for similar purposes. In addition, use of high security doors, window
glazings, and walls can provide building occupants with protection against ballistic
penetrations—small arms fire, bomb fragments, broken glass, etc.

1. General Constraints on Facility Barrier Selection

a. A wide range of materials and construction techniques can be used within 2
facility to erect a barrier. The selection of materials and construction technique is
constrained by the strength and load-bearing capacity of the facility itself. The specific
construction site conditions may also constrain or limit barrier construction within a facility.
The requirement to access utility lines, fire protection systems, or specific emergency
entry/exit routes may dictate use of movable barriers as opposed to fixed, anchored
barriers. Perceived terrorist threat capabilities, construction costs, local building codes,
and limitations on ten